BOARD OF SUPERVISORS AGENDA ITEM REPORT
AWARDS / CONTRACTS / GRANTS

Requested Board Meeting Date: 05/21/2024

* = Mandatory, information must be provided or Procurement Director Award: |:|

*Contractor/Vendor Name/Grantor (DBA):

dormakaba Workforce Solutions, LLC (Headquarters: Miramar, FL)
*Project Title/Description:

dormakaba Time Clocks and Related Software

*Purpose:

Award: Master Agreement No. MA-P0O-24-156. This Master Agreement is effective May 21, 2024, to May 20, 2029, in the not-to-exceed
contract amount of $525,000.00 (including sales tax). Administering Department: Information Technology, on behalf of Human Resources and
Finance.

*Procurement Method:
Pursuant to Pima County Procurement Code 11.12.060, Emergency and other limited competition procurement, award for Requisition No. 24-
216 is recommended to the above named vendor with which the County has negotiated an acceptable Agreement.

PRCUID: 518545

Attachment: dormakaba Master Agreement for b-comm®
*Program Goals/Predicted Outcomes:

Replace existing, ADP branded, Kronos time clocks with new time clocks used by employees required to log into the new Workday ERP
system. The current time clocks are integrated with the ADP system and will not provide required data for time punches in the Workday ERP
system. Continued accurate time keeping data required to meet payroll needs.

*Public Benefit:
Ensures Pima County can continue to provide the required time keeping data needed to accurately pay County employees.
*Metrics Available to Measure Performance:

The performance measure for this project will be reflected in the reliability and accurate collection of time stamps data that is integrated to
the Workday ERP system and used to accurately produce payroll on a bi-weekly schedule.

*Retroactive:

No.

TO: COB 05/06/2.024
VERS: 1
PES: D5



THE APPLICABLE SECTION(S) )BELOW MUST BE COMPLETED
Click or tap the boxes to enter text. If not applicable, indicate “N/A”. Make sure to complete mandatory (*} fields

Contract / Award Information

Document Type: MA Department Code: PO Contract Number (i.e., 15-123): 24-158
Commencement Date: 05/21/24 Termination Date: 05/20/29 Prior Contract Number {Synergen/CMS): N/A
[X Expense Amount $ 525.000.00 * [[] Revenue Amount: $ N/A

*Funding Source(s) required: Non-Bond Projects Funds (Capital Project Funds)

Funding from General Fund? O Yes @ No If Yes 5 N/A % N/IA

Contract is fully or partially funded with Federal Funds? € Yes & No

If Yes, is the Contract to a vendor or subrecipient? N/A

Were insurance or indemnity clauses modified? ®Yes ONo
if Yes, attach Risk's approval.

Vendor is using a Social Security Number? CYes @No
if Yes, attach the required form per Administrative Procedure 22-10.

Amendment / Revised Award Information

Document Type: Department Code: Contract Number (i.e., 15-123):
Amendment No.: | AMS Version No.:
Commencement Date: New Termination Date:

Prior Contract No. {Synergen/CMS):

O ixpense ) Revenue O Increase O Decrease Amount This Amendment: $

Is there revenue included? OvYes O No If Yes $ '

*Funding Source(s) required:

Funding from General Fund? O Yes O No If Yes$ %
Grant/Amendment Information (for grants acceptance and awards) ~ C Award ©) Amendment
Document Type: Department Code: Grant Number (i.e., 15-123):
Commencement Date: Termination Date; Amendment Number;
[] Match Amount: $ [] Revenue Amount: $

*All Funding Scurce(s) required:

*Match funding from General Fund? CYes ONo If Yes S %

*Match funding from other sources? CrYes ONo If Yes $ %
*Funding Source:

*If Federal funds are received, is funding coming directly from the Federal government or passed through other organization(s)?

Contact: Procurement Officer, Brandon Morgan/iut e Acting Division Manager, Troy McMasterol s s o
Department: Procurement Director, H [ isitaly signed by Terri Spencer Telephone: 520,724.8728
Terrl Spence -Date: 2024.05.02 14:57:48 -D700'
Department Director Signature: . Javier Baca )Z“j"i:':::ﬁ“rml Date:
Deputy County Administrator Signature: Date: »‘:3 ~2 "I

County Administrator Signature: CL——_:%“———- : Date: 5’/@/20 ZJ-/
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China. If dormakaba becomes aware during the term of the Agreement that dormakaba is not in compliance with A.R.S. §
35-394, dormakaba must notify Customer within five business days and provide a written certification to Customer regarding
compliance within one hundred eighty days.

13.9 Insurance Requirements. dormakaba will acquire and maintain insurance that satisfies the requirements in
Schedule F.
13.10 Data Processing Addendum. The parties shall undertake those obligations as set forth in Schedule G.
Pima County dormakaba Workforce Solutions LLC
Signature: Signature:
Print Name: Print Name: Nicole Allum
Title: Title: Professional Services Manager
Date: Date: 5/2/2024
APPROVED AS TO FORM
By:

Deputy County Attorney Print Name: Mark A"en

Sarah Meadows Title: Head of dormakaba Workforce Solutions

Print DCA Name 5/2/2024

5-2-3024 Date:

Date

96921/01195837/ v 1









MA-PO-24-156
00

The content of Schedule A is confidential. Requests for a copy shall be
submitted to the Clerk of the Board by completing a Public
Records Request pursuant to County Administrative Procedure 4-4.
The Public Records Request form can be Ilocated at htip:/

webcms.pima.gov/ under the 'Quick Links' section. Release of

confidential contract information involves a process above and beyond
the basic Public Records Request process. This process will be
performed by the Procurement Department after the Clerk of the
Board receives the completed Public Records Request.

If you have any questions, please call (520)724-8161.
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The content of Schedule B is confidential. Requests for a copy shall
be submitted to the Clerk of the Board by completing a
Public Records Request pursuant to County Administrative
Procedure 4-4. The Public Records Request form can be

located at http://webcms.pima.gov/ under the 'Quick Links'

section. Release of confidential contract information involves a
process above and beyond the basic Public Records Request
process. This process will be performed by the Procurement
Department after the Clerk of the Board receives the completed
Public Records Request. If you have any questions, please call
(520)724-8161.
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The content of Schedule C is confidential. Requests for a copy shall
be submitted to the Clerk of the Board by completing a
Public Records Request pursuant to County Administrative
Procedure 4-4. The Public Records Request form can be

located at http://webcms.pima.gov/ under the 'Quick Links'

section. Release of confidential contract information involves a
process above and beyond the basic Public Records Request
process. This process will be performed by the Procurement
Department after the Clerk of the Board receives the completed
Public Records Request. If you have any questions, please call
(520)724-8161.





















dormakaba s

b-comm® (OnDemand)
SCHEDULE E

Service Level Agreement

Version 2.1

dormakaba Workforce Solutions LLC
3015 N. Commerce Parkway
Miramar, Florida 33025
954.416.1720






“Scheduled Maintenance” means planned maintenance periods established by dormakaba to
provide sufficient time to maintain and update the b-comm application and production
environment.

“Verified Outage” means a Claimed Outage for a particular SaaS Service, or portion thereof that
has been verified by dormakaba.

Availability Standard

The Availability Standard for a given Measurement Period is =2 99.5% and is calculated as follows:

(Monthly Minutes — Excluded Minutes — Qualifying Minutes) x 100
(Monthly Minutes — Excluded Minutes)

The measurement point for Availability is the availability of the b-comm application operating in a
production environment at the b-comm production data center’s Internet connection points.

If Customer can connect to the b-comm production data center to access the SaaS Services, there
is no Loss of Services.

Scheduled Maintenance

Currently, Scheduled Maintenance times for the b-comm application are as follows:

Weekly Maintenance: Saturday 7 am to 11 am EST
Monthly Maintenance: Saturday 11 am to 3 pm EST
Quarterly Maintenance: Saturday 3 pm to 7 pm EST

Times are subject to change with reasonable notice.

Emergency Maintenance

If Emergency Maintenance is required, dormakaba will give advance notice where possible. In
some instances, the Hosting Provider may have to perform Emergency Maintenance where no
advance notice is given.

b-comm Software Update Process

Periodically, dormakaba introduces Updates to the b-comm software. Advance notice will be
provided to the Customer, and an updated b-comm test instance will be made available for a minimum
of 45 days prior to applying the Update to the production instance. dormakaba currently releases Updates
to the software one to two times per year. This is subject to change at dormakaba’s discretion.

Version 2.1 November 2020









SCHEDULE F
PIMA COUNTY INSURANCE REQUIREMENTS FOR DORMAKABA

The Insurance Requirements herein are minimum requirements for this Agreement and in no way limit the
indemnity covenants contained in this Agreement. dormakaba’s insurance shall be placed with companies
licensed in the State of Arizona and the insureds shall have an “A.M. Best” rating of not less than A- VII,
unless otherwise approved by Customer. Customer in no way warrants that the minimum insurer rating is
sufficient to protect dormakaba from potential insurer insolvency.

1. MINIMUM SCOPE AND LIMITS OF INSURANCE.

dormakaba will procure and maintain at its own expense, until all contractual obligations have been
discharged, the insurance coverage with limits of liability not less than stated below. Customer in no way
warrants that the minimum insurance limits contained herein are sufficient to protect dormakaba from
liabilities that arise out of the performance of the work under this Agreement. If necessary, dormakaba may
obtain commercial umbrella or excess insurance to satisfy the Customer’s Insurance Requirements.

1.1. Commercial General Liability (CGL). Occurrence Form with limits of $2,000,000 Each Occurrence
and $2,000,000 General Aggregate. Policy shall include cover for liability arising from premises, operations,
independent contractors, personal injury, bodily injury, property damage, broad form contractual liability
coverage, personal and advertising injury and products — completed operations.

1.2. Business Automobile Liability. Bodily Injury and Property Damage for any owned, leased, hired,
and/or non-owned automobiles assigned to or used in the performance of this Agreement with a Combined
Single Limit (CSL) of $1,000,000 Each Accident.

1.3. Worker’s Compensation (WC) and Employers’ Liability. Statutory requirements and benefits for
Workers’ Compensation. In Arizona, WC coverage is compulsory for employers of one or more employees.
Employers' Liability coverage with limits of $1,000,000 each accident and $1,000,000 each person -
disease.

1.4. Technology Errors and Omissions (E&Q) Insurance. The Technology E&O coverage shall have
minimum limits not less than $2,000,000 Each Claim and $2,000,000 Annual Aggregate. Such insurance
shall cover any, and all errors, omissions, or negligent acts in the delivery of products, services, and/or
licensed programs under this contract. Coverage shall include or shall not exclude settlement and/or
defense of claims involving intellectual property, including but not limited to patent or copyright infringement.
In the event that the Technology E&O insurance required by this Agreement is written on a claims-made
basis, dormakaba shall warrant that continuous coverage will be maintained as outlined under “Additional
Insurance Requirements — Claims-Made Coverage” section.

1.5. Network Security (Cyber) / Privacy Insurance. Coverage shall have minimum limits not less than
$2,000,000 Each Claim with a $2,000,000 Annual Aggregate. Such insurance shall include, but not be
limited to, coverage for third party claims and losses with respect to network risks (such as data breaches,
unauthorized access or use, ID theft, theft of data) and invasion of privacy regardless of the type of media
involved in the loss of private information, crisis management and identity theft response costs. This should
also include breach notification costs, credit remediation and credit monitoring where legally obligated and
for those whose data were lost or compromised, defense and claims expenses, regulatory defense costs
plus fines and penalties, and computer program and electronic data restoration expenses coverage (data
asset protection). In the event that the Network Security and Privacy Liability insurance required by this
Agreement is written on a claims-made basis, dormakaba must warrant that either continuous coverage
will be maintained as outlined under “Additional Insurance Requirements — Claims-Made Coverage”
section, or an extended discovery period will be exercised for a period of two (2) years beginning at the
time of work under this Agreement is completed.
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2. ADDITIONAL INSURANCE REQUIREMENTS.

The policies shall include, or be endorsed to include, as required by this written agreement, the following
provisions.

21. Claims Made Coverage. If any part of the Required Insurance is written on a claims-made basis,
any policy retroactive date must precede the effective date of this Agreement, and dormakaba must
maintain such coverage for a period of not less than three (3) years following Agreement expiration,
termination or cancellation.

2.2. Additional Insured Endorsement. The General Liability and Business Automobile Liability policies
must each be endorsed to include Pima County and all its related special districts, elected officials, officers,
agents, employees and volunteers (collectively “County and its Agents”) as additional insureds with respect
to vicarious liability arising out of the activities performed by or on behalf of dormakaba. The full policy limits
and scope of protection must apply to the County and its Agents as an additional insured, even if they
exceed the Insurance Requirements.

2.3. Subrogation Endorsement. The General Liability, Business Automobile Liability, and Workers’
Compensation Policies shall each contain a waiver of subrogation endorsement in favor of Customer and
its departments, districts, officials, agents, and employees for losses arising from work performed by or on
behalf of dormakaba.

24, Primary Insurance Endorsement. dormakaba's policies shall stipulate that the insurance afforded
dormakaba shall be primary and that any insurance carried by Pima County, its agents, officials, or
employees shall be excess and not contributory insurance. The Required Insurance policies may not
obligate the Customer to pay any portion of dormakaba’s deductible or Self Insurance Retention (SIR).
Insurance provided by dormakaba shall not limit dormakaba’s liability assumed under the indemnification
provisions of this Agreement.

2.5. Subcontractors. dormakaba must either (a) include all subcontractors as additional insureds under
its Required Insurance policies, or (b) require each subcontractor to separately meet all Insurance
Requirements and verify that each subcontractor has done so, dormakaba must furnish, if requested by
Customer, appropriate insurance certificates for each subcontractor. dormakaba must obtain Customer’s
approval of any subcontractor request to modify the Insurance Requirements as to that subcontractor.

3. Notice of Cancellation. Each Required Insurance policy must provide, and certificates specify, that
Customer will receive not less than thirty (30) days advance written notice of any policy cancellation, except
10-days prior notice is sufficient when the cancellation is for non-payment of a premium. Notice must be
mailed, emailed, hand-delivered or sent via facsimile transmission to the Customer Contracting
Representative, and must include the Customer project or contract number and project description.

4, Verification of Coverage. dormakaba shall furnish Customer with certificates of insurance (valid
ACORD form or equivalent approved by Customer) as required by this Agreement. An authorized
representative of the insurer shall sign the certificates. Each certificate must include (a) the Pima County
tracking number for this Agreement, MA-PO-24-156, and a project description, in the body of the Certificate,
(b) a notation of policy deductibles or SIRs relating to the specific policy, and (c) certificates must specify
that the appropriate policies are endorsed to include additional insured and subrogation waiver
endorsements for the County and its Agents.
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4.1, Certificate Delivery Date. All certificates and endorsements, as required by this written agreement,
are to be received and approved by Customer before, and be in effect not less than 15 days prior to,
commencement of work. A renewal certificate must be provided to Customer not less than 15 days prior to
the policy's expiration date to include actual copies of the additional insured and waiver of subrogation
endorsements. Failure to maintain the insurance coverages or policies as required by this Agreement, or
to provide evidence of renewal, is a material breach of contract.

4.2. Certificate Delivery Location. All certificates required by this Agreement shall be sent directly to the
appropriate Customer Department. The Certificate of Insurance shall include the Customer project or
contract number and project description on the certificate.

5. Approvals and Modifications. Customer’s Risk Manager may modify the Insurance Requirements
at any point during the Term of this Agreement. This can be done administratively, with written notice from
the Risk Manager, and does not require a formal written amendment. Neither the Customer’s failure to
obtain a required insurance certificate or endorsement, the Customer’s failure to object to a non-complying
insurance certificate or endorsement, nor the Customer’s receipt of any other information from dormakaba,
its insurance broker(s) and/or insurer(s), constitutes a waiver of any of the Insurance Requirements.
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00

The content of Schedule G is confidential. Requests for a copy shall
be submitted to the Clerk of the Board by completing a
Public Records Request pursuant to County Administrative
Procedure 4-4. The Public Records Request form can be

located at http://webcms.pima.gov/ under the 'Quick Links'

section. Release of confidential contract information involves a
process above and beyond the basic Public Records Request
process. This process will be performed by the Procurement
Department after the Clerk of the Board receives the completed
Public Records Request. If you have any questions, please call
(520)724-8161.
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Attachment A Standard Contractual Clauses (Processors)

SECTION 1
Clause 1
Purpose and scope

a) The purpose of these standard contractual clauses is to ensure compliance with the requirements of
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation) for the transfer of personal data to a third country.

b) The Parties:

i) the natural or legal person(s), public authority, agency, or other body (“entity”) transferring the
personal data, as listed in Annex I.A (each a “data exporter”); and

ii) the entity in a third country receiving the personal data from the data exporter, directly or
indirectly via another entity also Party to these Clauses, as listed in Annex I.A (each a “data
importer”™).

have agreed to these standard contractual clauses (“Clauses™).
¢) These Clauses apply with respect to the transfer of personal data as specified in Annex [.B.

d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these
Clauses.

Clause 2
Effect and invariability of the Clauses

a) These Clauses set out appropriate safeguards, including enforceable data subject rights and effective
legal remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with
respect to data transfers from Controllers to Processors and/or Processors to Processors, standard
contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified,
except to select the appropriate Module(s) or to add or update information in the Appendix. This does not
prevent the Parties from including the standard contractual clauses laid down in these Clauses in a wider
contract and/or to add other clauses or additional safeguards, provided that they do not contradict, directly
or indirectly, these Clauses or prejudice the fundamental rights or freedoms of data subjects.

b) These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of
Regulation (EU) 2016/679.

Clause 3
Third-party beneficiaries

a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter
and/or data importer, with the following exceptions:

i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
ii) Clause 8.1(b), 8.9(a), (¢), (d) and (e);

iii) Clause 9(a), (¢), (d) and (e);

iv) Clause 12(a), (d) and (f);

v) Clause 13;

vi) Clause 15.1(c), (d) and (e);

vii) Clause 16(e);

viii)  Clause 18(a) and (b).

Attachment A-1
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b) Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679.
Clause 4
Interpretation

a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the
same meaning as in that Regulation.

b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.

¢) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in
Regulation (EU) 2016/679.

Clause 5
Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements between the
Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.

Clause 6
Description of the transfer(s)

The details of the transfer(s), and in particular the categories of personal data that are transferred and the
purpose(s) for which they are transferred, are specified in Annex 1.B.

Clause 7 - Optional
Docking clause
[Intentionally omitted]
SECTION II - OBLIGATIONS OF THE PARTIES
Clause 8
Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able,
through the implementation of appropriate technical and organizational measures, to satisfy its obligations
under these Clauses.

8.1 Instructions

a) The data importer shall process the personal data only on documented instructions from the data exporter.
The data exporter may give such instructions throughout the duration of the contract.

b) The data importer shall immediately inform the data exporter if it is unable to follow those instructions.
8.2 Purpose limitation

a) The data importer shall process the personal data only for the specific purpose(s) of the transfer, as set
out in Annex I.B, unless on further instructions from the data exporter.

8.3 Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by
the Parties, available to the data subject free of charge. To the extent necessary to protect business secrets
or other confidential information, including the measures described in Annex Il and personal data, the data
exporter may redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall
provide a meaningful summary where the data subject would otherwise not be able to understand the content
or exercise his/her rights. On request, the Parties shall provide the data subject with the reasons for the
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redactions, to the extent possible without revealing the redacted information. This Clause is without
prejudice to the obligations of the data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.

8.4 Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become
outdated, it shall inform the data exporter without undue delay. In this case, the data importer shall cooperate
with the data exporter to erase or rectify the data.

8.5 Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end
of the provision of the processing services, the data importer shall, at the choice of the data exporter, delete
all personal data processed on behalf of the data exporter and certify to the data exporter that it has done
so, or return to the data exporter all personal data processed on its behalf and delete existing copies. Until
the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In
case of local laws applicable to the data importer that prohibit return or deletion of the personal data, the
data importer warrants that it will continue to ensure compliance with these Clauses and will only process
it to the extent and for as long as required under that local law. This is without prejudice to Clause 14, in
particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout
the duration of the contract if it has reason to believe that it is or has become subject to laws or practices
not in line with the requirements under Clause 14(a).

8.6 Security of processing

a) The data importer and, during transmission, also the data exporter shall implement appropriate technical
and organizational measures to ensure the security of the data, including protection against a breach of
security leading to accidental or unlawful destruction, loss, alteration, unauthorized disclosure or access to
that data (hereinafter “personal data breach™). In assessing the appropriate level of security, the Parties shall
take due account of the state of the art, the costs of implementation, the nature, scope, context and purpose(s)
of processing and the risks involved in the processing for the data subjects. The Parties shall in particular
consider having recourse to encryption or pseudonymization, including during transmission, where the
purpose of processing can be fulfilled in that manner. In case of pseudonymization, the additional
information for attributing the personal data to a specific data subject shall, where possible, remain under
the exclusive control of the data exporter. In complying with its obligations under this paragraph, the data
importer shall at least implement the technical and organizational measures specified in Annex II. The data
importer shall carry out regular checks to ensure that these measures continue to provide an appropriate
level of security.

b) The data importer shall grant access to the personal data to members of its personnel only to the extent
strictly necessary for the implementation, management and monitoring of the contract. It shall ensure that
persons authorized to process the personal data have committed themselves to confidentiality or are under
an appropriate statutory obligation of confidentiality.

c) In the event of a personal data breach concerning personal data processed by the data importer under
these Clauses, the data importer shall take appropriate measures to address the breach, including measures
to mitigate its adverse effects. The data importer shall also notify the data exporter without undue delay
after having become aware of the breach. Such notification shall contain the details of a contact point where
more information can be obtained, a description of the nature of the breach (including, where possible,
categories and approximate number of data subjects and personal data records concerned), its likely
consequences and the measures taken or proposed to address the breach including, where appropriate,
measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible to provide all
information at the same time, the initial notification shall contain the information then available and further
information shall, as it becomes available, subsequently be provided without undue delay.

Attachment A-3
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d) The data importer shall cooperate with and assist the data exporter to enable the data exporter to comply
with its obligations under Regulation (EU) 2016/679, in particular to notify the competent supervisory
authority and the affected data subjects, taking into account the nature of processing and the information
available to the data importer.

8.7 Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data
relating to criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the
specific restrictions and/or additional safeguards described in Annex [.B.

8.8 Onward transfers

The data importer shall only disclose the personal data to a third party on documented instructions from the
data exporter. In addition, the data may only be disclosed to a third party located outside the European
Union (in the same country as the data importer or in another third country, hereinafter ‘onward transfer’)
if the third party is or agrees to be bound by these Clauses, under the appropriate Module, or if:

i) the onward transfer is to a country benefiting from an adequacy decision pursuant to Article 45
of Regulation (EU) 2016/679 that covers the onward transfer;

ii) the third party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47
Regulation of (EU) 2016/679 with respect to the processing in question;

iii) the onward transfer is necessary for the establishment, exercise or defense of legal claims in
the context of specific administrative, regulatory or judicial proceedings; or

iv) the onward transfer is necessary in order to protect the vital interests of the data subject or of
another natural person.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in particular purpose limitation.

8.9 Documentation and compliance

a) The data importer shall promptly and adequately deal with enquiries from the data exporter that relate to
the processing under these Clauses.

b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the data importer
shall keep appropriate documentation on the processing activities carried out on behalf of the data exporter.

¢) The data importer shall make available to the data exporter all information necessary to demonstrate
compliance with the obligations set out in these Clauses and at the data exporter’s request, allow for and
contribute to audits of the processing activities covered by these Clauses, at reasonable intervals or if there
are indications of non-compliance. In deciding on a review or audit, the data exporter may take into account
relevant certifications held by the data importer.

d) The data exporter may choose to conduct the audit by itself or mandate an independent auditor. Audits
may include inspections at the premises or physical facilities of the data importer and shall, where
appropriate, be carried out with reasonable notice.

e) The Parties shall make the information referred to in paragraphs (b) and (c), including the results of any
audits, available to the competent supervisory authority on request.

Clause 9

Use of sub-processors
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a) The data importer has the data exporter’s general authorization for the engagement of sub-processor(s)
from an agreed list. The data importer shall specifically inform the data exporter in writing of any intended
changes to that list through the addition or replacement of sub-processors at least thirty (30) days in advance,
thereby giving the data exporter sufficient time to be able to object to such changes prior to the engagement
of the sub-processor(s). The data importer shall provide the data exporter with the information necessary to
enable the data exporter to exercise its right to object.

b) Where the data importer engages a sub-processor to carry out specific processing activities (on behalf of
the data exporter), it shall do so by way of a written contract that provides for, in substance, the same data
protection obligations as those binding the data importer under these Clauses, including in terms of third-
party beneficiary rights for data subjects. The Parties agree that, by complying with this Clause, the data
importer fulfils its obligations under Clause 8.8. The data importer shall ensure that the sub-processor
complies with the obligations to which the data importer is subject pursuant to these Clauses.

¢) The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor agreement
and any subsequent amendments to the data exporter. To the extent necessary to protect business secrets or
other confidential information, including personal data, the data importer may redact the text of the
agreement prior to sharing a copy.

d) The data importer shall remain fully responsible to the data exporter for the performance of the sub-
processor’s obligations under its contract with the data importer. The data importer shall notify the data
exporter of any failure by the sub-processor to fulfil its obligations under that contract.

e) The data importer shall agree a third-party beneficiary clause with the sub-processor whereby — in the
event the data importer has factually disappeared, ceased to exist in law or has become insolvent — the data
exporter shall have the right to terminate the sub-processor contract and to instruct the sub-processor to
erase or return the personal data.

Clause 10
Data subject rights

a) The data importer shall promptly notify the data exporter of any request it has received from a data
subject. It shall not respond to that request itself unless it has been authorized to do so by the data exporter.

b) The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’
requests for the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set
out in Annex II the appropriate technical and organizational measures, taking into account the nature of the
processing, by which the assistance shall be provided, as well as the scope and the extent of the assistance
required.

¢) In fulfilling its obligations under paragraphs (a) and (b), the data importer shall comply with the
instructions from the data exporter.

Clause 11
Redress

a) The data importer shall inform data subjects in a transparent and easily accessible format, through
individual notice or on its website, of a contact point authorized to handle complaints. It shall deal promptly
with any complaints it receives from a data subject.

b) In case of a dispute between a data subject and one of the Parties as regards compliance with these
Clauses, that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties
shall keep each other informed about such disputes and, where appropriate, cooperate in resolving them.

¢) Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer
shall accept the decision of the data subject to:
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i) lodge a complaint with the supervisory authority in the Member State of his/her habitual
residence or place of work, or the competent supervisory authority pursuant to Clause 13;
ii) refer the dispute to the competent courts within the meaning of Clause 18.

d) The Parties accept that the data subject may be represented by a not-for-profit body, organization or
association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.

e) The data importer shall abide by a decision that is binding under the applicable EU or Member State law.

f) The data importer agrees that the choice made by the data subject will not prejudice his/her substantive
and procedural rights to seek remedies in accordance with applicable laws.

Clause 12

Liability
a) Each Party shall be liable to the other Party for any damages it causes the other Party by any breach of
these Clauses.

b) The data importer shall be liable to the data subject, and the data subject shall be entitled to receive
compensation, for any material or non-material damages the data importer or its sub-processor causes the
data subject by breaching the third-party beneficiary rights under these Clauses.

¢) Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject
shall be entitled to receive compensation, for any material or non-material damages the data exporter or the
data importer (or its sub-processor) causes the data subject by breaching the third-party beneficiary rights
under these Clauses. This is without prejudice to the liability of the data exporter and, where the data
exporter is a Processor acting on behalf of a Controller, to the liability of the Controller under Regulation
(EU) 2016/679 or Regulation (EU) 2018/1725, as applicable.

d) The Parties agree that if the data exporter is held liable under paragraph (c) for damages caused by the
data importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the
compensation corresponding to the data importer’s responsibility for the damage.

e) Where more than one Party is responsible for any damage caused to the data subject as a result of a
breach of these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is
entitled to bring an action in court against any of these Parties.

f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back
from the other Party/ies that part of the compensation corresponding to its/their responsibility for the
damage.

g) The data importer may not invoke the conduct of a sub-processor to avoid its own liability.
Clause 13
Supervision
a) As applicable:

Where the data exporter is established in an EU Member State: The supervisory authority with
responsibility for ensuring compliance by the data exporter with Regulation (EU) 2016/679 as regards the
data transfer, as indicated in Annex I.C, shall act as competent supervisory authority.

Where the data exporter is not established in an EU Member State, but falls within the territorial cope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) and has appointed a
representative pursuant to Article 27(1) of Regulation (EU) 2016/679: The supervisory authority of the
Member State in which the representative within the meaning of Article 27(1) of Regulation (EU) 2016/679
is established, as indicated in Annex 1.C, shall act as competent supervisory authority.
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Where the data exporter is not established in an EU Member State, but falls within the territorial scope of
application of Regulation (EU) 2016/679 in accordance with its Article 3(2) without however having to
appoint a representative pursuant to Article 27(2) of Regulation (EU) 2016/679: The supervisory authority
of one of the Member States in which the data subjects whose personal data is transferred under these
Clauses in relation to the offering of goods or services to them, or whose behavior is monitored, are located,
as indicated in Annex I.C, shall act as competent supervisory authority.

b) The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent
supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the
data importer agrees to respond to enquiries, submit to audits and comply with the measures adopted by the
supervisory authority, including remedial and compensatory measures. It shall provide the supervisory
authority with written confirmation that the necessary actions have been taken.

SECTION III - LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC
AUTHORITIES

Clause 14
Local laws and practices affecting compliance with the Clauses

a) The Parties warrant that they have no reason to believe that the laws and practices in the third country of
destination applicable to the processing of the personal data by the data importer, including any
requirements to disclose personal data or measures authorizing access by public authorities, prevent the
data importer from fulfilling its obligations under these Clauses. This is based on the understanding that
laws and practices that respect the essence of the fundamental rights and freedoms and do not exceed what
is necessary and proportionate in a democratic society to safeguard one of the objectives listed in Article
23(1) of Regulation (EU) 2016/679, are not in contradiction with these Clauses.

b) The Parties declare that in providing the warranty in paragraph (a), they have taken due account in
particular of the following elements:

i) the specific circumstances of the transfer, including the length of the processing chain, the
number of actors involved and the transmission channels used; intended onward transfers; the
type of recipient; the purpose of processing; the categories and format of the transferred
personal data; the economic sector in which the transfer occurs; the storage location of the data
transferred;

ii) the laws and practices of the third country of destination— including those requiring the
disclosure of data to public authorities or authorizing access by such authorities — relevant in
light of the specific circumstances of the transfer, and the applicable limitations and safeguards
(12);

iii) any relevant contractual, technical or organizational safeguards put in place to supplement the
safeguards under these Clauses, including measures applied during transmission and to the
processing of the personal data in the country of destination.

¢) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its best
efforts to provide the data exporter with relevant information and agrees that it will continue to cooperate
with the data exporter in ensuring compliance with these Clauses.

d) The Parties agree to document the assessment under paragraph (b) and make it available to the competent
supervisory authority on request.

e) The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and
for the duration of the contract, it has reason to believe that it is or has become subject to laws or practices
not in line with the requirements under paragraph (a), including following a change in the laws of the third
country or a measure (such as a disclosure request) indicating an application of such laws in practice that
is not in line with the requirements in paragraph (a).
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f) Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe
that the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall
promptly identify appropriate measures (e.g. technical or organizational measures to ensure security and
confidentiality) to be adopted by the data exporter and/or data importer to address the situation. The data
exporter shall suspend the data transfer if it considers that no appropriate safeguards for such transfer can
be ensured, or if instructed by the competent supervisory authority to do so. In this case, the data exporter
shall be entitled to terminate the contract, insofar as it concerns the processing of personal data under these
Clauses. If the contract involves more than two Parties, the data exporter may exercise this right to
termination only with respect to the relevant Party, unless the Parties have agreed otherwise. Where the
contract is terminated pursuant to this Clause, Clause 16(d) and (e) shall apply.

Clause 15
Obligations of the data importer in case of access by public authorities
15.1 Notification

a) The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if
necessary with the help of the data exporter) if it:

i) receives a legally binding request from a public authority, including judicial authorities, under
the laws of the country of destination for the disclosure of personal data transferred pursuant
to these Clauses; such notification shall include information about the personal data requested,
the requesting authority, the legal basis for the request and the response provided; or

ii) becomes aware of any direct access by public authorities to personal data transferred pursuant
to these Clauses in accordance with the laws of the country of destination; such notification
shall include all information available to the importer.

b) If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws
of the country of destination, the data importer agrees to use its best efforts to obtain a waiver of the
prohibition, with a view to communicating as much information as possible, as soon as possible. The data
importer agrees to document its best efforts in order to be able to demonstrate them on request of the data
exporter.

¢) Where permissible under the laws of the country of destination, the data importer agrees to provide the
data exporter, at regular intervals for the duration of the contract, with as much relevant information as
possible on the requests received (in particular, number of requests, type of data requested, requesting
authority, whether requests have been challenged and the outcome of such challenges, etc.).

d) The data importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the duration of
the contract and make it available to the competent supervisory authority on request.

e) Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause 14(e)
and Clause 16 to inform the data exporter promptly where it is unable to comply with these Clauses.

15.2 Review of legality and data minimization

a) The data importer agrees to review the legality of the request for disclosure, in particular whether it
remains within the powers granted to the requesting public authority, and to challenge the request if, after
careful assessment, it concludes that there are reasonable grounds to consider that the request is unlawful
under the laws of the country of destination, applicable obligations under international law and principles
of international comity. The data importer shall, under the same conditions, pursue possibilities of appeal.
When challenging a request, the data importer shall seek interim measures with a view to suspending the
effects of the request until the competent judicial authority has decided on its merits. It shall not disclose
the personal data requested until required to do so under the applicable procedural rules. These requirements
are without prejudice to the obligations of the data importer under Clause 14(e).
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b) The data importer agrees to document its legal assessment and any challenge to the request for disclosure
and, to the extent permissible under the laws of the country of destination, make the documentation
available to the data exporter. It shall also make it available to the competent supervisory authority on
request.

¢) The data importer agrees to provide the minimum amount of information permissible when responding
to a request for disclosure, based on a reasonable interpretation of the request.

SECTION IV — FINAL PROVISIONS
Clause 16
Non-compliance with the Clauses and termination

a) The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses,
for whatever reason.

b) In the event that the data importer is in breach of these Clauses or unable to comply with these Clauses,
the data exporter shall suspend the transfer of personal data to the data importer until compliance is again
ensured or the contract is terminated. This is without prejudice to Clause 14(f).

¢) The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing of
personal data under these Clauses, where:

i) the data exporter has suspended the transfer of personal data to the data importer pursuant to
paragraph (b) and compliance with these Clauses is not restored within a reasonable time and
in any event within one month of suspension;

ii) the data importer is in substantial or persistent breach of these Clauses; or

iiiy the data importer fails to comply with a binding decision of a competent court or supervisory
authority regarding its obligations under these Clauses.

In these cases, it shall inform the competent supervisory authority of such non-compliance. Where the
contract involves more than two Parties, the data exporter may exercise this right to termination only with
respect to the relevant Party, unless the Parties have agreed otherwise.

d) Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c)
shall at the choice of the data exporter immediately be returned to the data exporter or deleted in its entirety.
The same shall apply to any copies of the data. The data importer shall certify the deletion of the data to the
data exporter. Until the data is deleted or returned, the data importer shall continue to ensure compliance
with these Clauses. In case of local laws applicable to the data importer that prohibit the return or deletion
of the transferred personal data, the data importer warrants that it will continue to ensure compliance with
these Clauses and will only process the data to the extent and for as long as required under that local law.

e) Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission
adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal
data to which these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework
of the country to which the personal data is transferred. This is without prejudice to other obligations
applying to the processing in question under Regulation (EU) 2016/679.

Clause 17
Governing law

These Clauses shall be governed by the law of the EU Member State in which the data exporter is
established. Where such law does not allow for third-party beneficiary rights, they shall be governed by the
law of another EU Member State that does allow for third-party beneficiary rights. The Parties agree that
this shall be the law of the Republic of Ireland

Clause 18
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Choice of forum and jurisdiction
a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.

b) The Parties agree that those shall be the courts that Customer’s primary office and/or headquarters is
located in.

c¢) A data subject may also bring legal proceedings against the data exporter and/or data importer before the
courts of the Member State in which he/she has his/her habitual residence.

d) The Parties agree to submit themselves to the jurisdiction of such courts.

Attachment A-10



DocuSign Envelope ID: D30C9086-0079-4E69-AF5C-0A99E2293F1B

ANNEX1 TO ATTACHMENT A

PERSONAL DATA

Annex 1 to the Standard Contractual Clauses
Details of the Processing
A. LIST OF PARTIES
Data exporter(s):
Customer Name: Customer name as listed in Agreement.
Address: Customer address as listed in the Agreement.
Contact person’s name, position and contact details: Contact person as listed in the Agreement.

Activities relevant to the data transferred under these Clauses: Customer shall be the Controller of the
Personal Data it provides to dormakaba to provide the Services as outlined in the Agreement.

Customer Signature and date: 05/02/2024

Role (controller/processor): Controller

Data importer(s):

Name: dormakaba Workforce Solutions, LLC

Address: PO Box 3015 North Commerce Parkway, Miramar, Florida 33025

Contact person’s name, position and contact details: Mariana Lima, Data Protection Officer,
mariana.lima@dormakaba.com

Activities relevant to the data transferred under these Clauses: dormakaba Services as set forth in the
Agreement. DocuSigned by:

dormakaba Signature and M Ml 5/2/202%

ACDD4A51BEOB47D...
Role (controller/processor): Processor

B. DESCRIPTION OF TRANSFER

Categories of data subjects whose personal data is transferred

Employees, workers and contractors

Categories of personal data transferred

Employment Data

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).
As required to perform the Services
Nature of the processing

For the performance of the Services
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Purpose(s) of the data transfer and further processing
To provide the Services

The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period

As described in the Agreement

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing

Subject Matter Nature Duration
Hosting  database (Microsoft | Hosting As required to provide the
Azure) Services

C. COMPETENT SUPERVISORY AUTHORITY

Identify the competent supervisory authority/ies in accordance with Clause 13

Data Supervisory Authority of the applicable Data Subjects. ..............................
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ANNEX 2 TO ATTACHMENT A

TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND
ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA

Each party shall undertake those obligations as set forth in Schedule D of the Agreement to protect and
secure Personal Data Processed under this Agreement
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ANNEX 3 TO ATTACHMENT A
LIST OF SUBPROCESSORS

The Customer has authorised the use of the following Subprocessors:

Subprocessor Nature Duration

Microsoft Azure Hosting As required by the Agreement
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ATTACHMENT B
EUROPEAN UNION GENERAL DATA PROTECTION REGULATION TERMS

1. GDPR COMMITMENTS.

1.1 To the extent that the DPA does not address all of the issues in this Attachment B or provides
lesser data protection commitments to Customer in the DPA where dormakaba Processes Personal Data
within the scope of the GDPR on behalf of Customer, dormakaba makes the commitments in these GDPR
Terms to the Customer. These GDPR Terms do not limit or reduce any data protection commitments
dormakaba makes to Customer in the Agreement.

1.2 For purposes of these GDPR Terms, Customer and dormakaba agree that Customer is the
Controller and dormakaba is the Processor of Personal Data.

2, RELEVANT GDPR OBLIGATIONS. Articles 28 (processor), 32 (security of processing) and 33
(notification of a Personal Data breach to the supervisory authority)

2.1 dormakaba shall not engage another Processor without prior specific or general written
authorization of Customer. In the case of general written authorization, dormakaba shall inform Customer
of any intended changes concerning the addition or replacement of other Processors, thereby giving
Customer the opportunity to object to such changes. (Article 28(2)).

2.2 Processing by dormakaba shall be governed by this DPA and these GDPR Terms under European
Union ("EU”) or Member State law and are binding on dormakaba with regard to Customer. The subject-
matter and duration of the processing, the nature and purpose of the processing, the type of Personal Data,
the categories of Data Subjects, and the obligations and rights of the Customer are set forth in this DPA. In
particular, dormakaba shall:

2.2.1 process the Personal Data only on documented instructions from Customer, including with
regard to transfers of Personal Data to a third country or an international organization, unless required to
do so by EU or Member State law to which dormakaba is subject; in such a case, dormakaba shall inform
Customer of that legal requirement before processing, unless that law prohibits such information on
important grounds of public interest;

2.2.2 ensure that persons authorized to process the Personal Data have committed themselves
to confidentiality or are under an appropriate statutory obligation of confidentiality;

2.2.3 take all measures required pursuant to Article 32 of the GDPR (see below);

2.2.4 respect the conditions referred to in paragraphs 1 and 3 for engaging another Processor;

225 take into account the nature of the processing, assist Customer by implementing
reasonable and appropriate technical and organizational measures, insofar as this is possible, for the
fulfilment of the Customer’s obligation to respond to requests for exercising the Data Subject’s rights laid

down in Chapter Ill of the GDPR;

2.2.6 assist Customer in ensuring compliance with the obligations pursuant to Articles 32 to 36
of the GDPR, taking into account the nature of processing and the information available to dormakaba;

2.2.7 atthe choice of Customer, delete or return all the Personal Data to Customer after the end

of the provision of services relating to processing, and delete existing copies unless EU or Member State
law requires storage of the Personal Data; and
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2.2.8 make available to Customer all information necessary to demonstrate compliance with the
obligations laid down in Article 28 of the GDPR and allow for and contribute to audits, including inspections,
conducted by Customer or another auditor mandated by Customer.

2.3 With regard to Section 2.2.8 above, dormakaba shall immediately inform Customer if, in its opinion,
an instruction infringes the GDPR or other EU or Member State data protection provisions. (Article 28(3))

2.4 Where dormakaba engages another Processor for carrying out specific processing activities on
behalf of Customer, the same data protection obligations as set out in these GDPR Terms shall be imposed
on that other Processor by way of a contract or other legal act under EU or Member State law, in particular
providing sufficient guarantees to implement appropriate technical and organizational measures in such a
manner that the processing will meet the requirements of the GDPR. Where that other Processor fails to
fulfil its data protection obligations, dormakaba shall remain fully liable to the Customer for the performance
of that other Processor’s obligations. (Article 28(4))

25 Taking into account the state of the art, the costs of implementation and the nature, scope, context
and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms
of natural persons, Customer and dormakaba shall implement appropriate technical and organizational
measures to ensure a level of security appropriate to the risk, including inter alia as appropriate:

2.5.1 the pseudonymization and encryption of Personal Data;

2.5.2 the ability to ensure the ongoing confidentiality, integrity, availability and resilience of
processing systems and services;

2.5.3 the ability to restore the availability and access to Personal Data in a timely manner in the
event of a physical or technical incident; and

2.5.4 aprocess for regularly testing, assessing and evaluating the effectiveness of technical and
organizational measures for ensuring the security of the processing. (Article 32(1))

2.6 In assessing the appropriate level of security, account shall be taken of the risks that are presented
by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorized disclosure
of, or access to Personal Data transmitted, stored, or otherwise Processed. (Article 32(2))

2.7 Customer and dormakaba shall take steps to ensure that any natural person acting under the
authority of Customer or dormakaba who has access to Personal Data does not Process them except on
instructions from Customer, unless he or she is required to do so by EU or Member State law.
(Article 32(4))

2.8 dormakaba shall notify Customer without undue delay after becoming aware of a Personal Data
Breach. (Article 33(2)).

2.9 Such notification will include that information a Processor must provide to a Controller under
Article 33(3) to the extent such information is reasonably available to dormakaba.
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ATTACHMENT C
CALIFORNIA CONSUMER PRIVACY ACT TERMS

These CCPA terms only apply where dormakaba Processes Personal Data of California residents.
1. DEFINITIONS.
1.1 The following definitions apply:

1.1.1  CCPA means the California Consumer Privacy Act of 2018 and the California Privacy
Rights Act of 2020, as amended (Cal. Civ. Code §§ 1798.100 to 1798.199), and any related regulations or
guidance provided by the California Attorney General or California Privacy Protection Agency.

1.1.2 contracted business purposes mean the purposes for processing personal information
as set out in Attachment A, Appendix 1.

1.1.3 “personal information” means Personal Data.

1.2 The following lower case terms used but not defined in this Attachment C, such as “aggregate
consumer information”, “business purposes”, “commercial purposes”, “consumer’, “de-identify”,
“personal information”, “processing’, “pseudonymize”’, “sale’, “share” and “verifiable consumer

request” will have the same meaning as set forth in §§ 1798.14 of the CCPA.

2. DORMAKABA'’S CCPA OBLIGATIONS. If and to the extent that dormakaba processes personal
information subject to the CCPA,

2.1 dormakaba will only process personal information for the contracted business purposes for which
Customer provides or permits personal information access, including under any "sale” exemption.

2.2 dormakaba will not retain, use, disclose, sell, share, or otherwise make personal information
available for dormakaba’s own commercial purposes or in a way that does not comply with the CCPA. If a
law requires dormakaba to disclose personal information for a purpose unrelated to the contracted business
purposes, dormakaba must first inform the Customer of the legal requirement and give the Customer an
opportunity to object or challenge the requirement, unless the law prohibits such notice.

2.3 dormakaba will not retain, use, or disclose the personal information outside of the direct business
relationship between dormakaba and Customer.

24 dormakaba shall not combine personal information that it receives from, or on behalf of, Customer
with personal information that dormakaba receives from or on behalf of another person or persons or
collects from its own interaction with a consumer.

25 dormakaba will limit personal information processing to activities reasonably necessary and
proportionate to achieve the contracted business purposes or another compatible business purpose.

2.6 dormakaba will promptly comply with any Customer request requiring dormakaba to provide,
amend, transfer, or delete the personal information, or to stop, mitigate, or remedy any unauthorized
processing.

2.7 If the CCPA permits, dormakaba may aggregate, de-identify, or anonymize personal information

so it no longer meets the personal information definition, and may use such aggregated, deidentified, or
anonymized data for its own research and development purposes.
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3. ASSISTANCE WITH CUSTOMER’S CCPA OBLIGATIONS.

3.1 dormakaba will reasonably cooperate and assist Customer with meeting the Customer's CCPA
compliance obligations and responding to CCPA-related inquiries, including responding to verifiable
consumer requests, taking into account the nature of dormakaba’s Processing and the information available
to dormakaba.

3.2 dormakaba must notify Customer immediately if it receives any complaint, notice, or communication
that directly or indirectly relates to either party’s compliance with the CCPA. Specifically, dormakaba must
notify the Customer within five (5) working days if it receives a verifiable consumer request under the CCPA.

3.3 If the contracted business purposes require the collection of personal information from consumers
on the Customer’s behalf, Customer must provide dormakaba with a CCPA-compliant notice addressing
use and collection methods that the Customer specifically pre-approves in writing. dormakaba will not
modify or alter the notice in any way without the Customer’s prior written consent.

4, SUBCONTRACTING.
4.1 dormakaba may use subcontractors to provide the contracted business purposes. Any
subcontractor used must qualify as a service provider under the CCPA and dormakaba cannot make any

disclosures to the subcontractor that the CCPA would treat as a sale or sharing.

4.2 For each subcontractor used, upon Customer’s request, dormakaba will give Customer an up-to-
date list disclosing:

421 The subcontractor's name, address, and contact information.
4.2.2 The type of services provided by the subcontractor.

4.2.3 The personal information categories disclosed to the subcontractor in the preceding twelve
(12) months.

4.3 dormakaba remains fully liable to the Customer for the subcontractor's performance of its
agreement obligations. dormakaba will audit a subcontractor's compliance with its personal Information
obligations in accordance with its policies on a periodic basis and provide the Customer with the audit
results on request.

5. CCPA WARRANTIES.

Both parties will comply with all applicable requirements of the CCPA when processing personal
information.
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