State of Arizona
State Procurement Office

Scope of Work ~ 100 North 15® Avenus, Suite 201
‘ Phoenix, AZ 85007

Contract No: ADSPO16-00005819
Description.. Network Equipment and Services

1. Introduction
The State of Arizona, its Agencies, Boards and Commissions (State) as well as Participating Members of the State

"Purchasing Cooperative (Cooperative), have an ongoing requirement for various products and services as described

herein. The purpose of this solicitation is to conduct a competitive process, in accordance with Arizona Revised
Statutes (ARS) 41-2501 et seq., to create a contract(s) from which the State and its Cooperative Members may acquire
these products and services.

2. Background
Currently the State of Arizona has 35 statewide Network Equipment and Services contracts which provide a variety of

Data, Voice, and Multimedia Network-based, Network-embedded Products and Services to include all converged and
traditional-separate voice, data, and video network products and services. Equipment is primarily designed, and
defined by applicabie industry standards, for transporting/receiving data (data, voice, and multimedia) between
connection points, destinations or endpoints, rather than product-specific technology requirements, ailowing for some
flexibility to accommodate open-standards-based products, new technologies, and next generation networks.

The objective of the current Contract Set was to contract with a variety of network equipment and security related
equipment vendors to provide a full range of equipment, maintenance, training and services. This has occurred within
the parameters of the current contract set requirements. Per Contractor Usage reports, “spend” for the period of May
2012 through September 2015 has been approximately $128 million dollars.

3. Availability of Technology
Rapidly changing advances and refinements of Network Equipment and Services and their application, at any one
peoint in time, have not always been able to be made available to State Agency and Cooperatwe customers by current

Contractors due to current contractuat restralnts

~ 4. Purpose
It is the purpose of this solicitation to:
a. Make available Network equipment and services which address the current known needs of State

Agencies and Cooperative Members, yet allow for new or refined/updated Network equipment and
services which may become available during the course of the contract at the best price possible.

h. Acknowledge the need to cost effectively and efficiently use limited resources of the State and its
Cocperative Members to administer and appropriately use awarded contracts,

c. Acknowledge that one Contract Set may not meet the many possible needs of ail State Agencies and
its Cooperative Members regarding Network Equipment and Services.

5. Scope of Services
The Scope for Data, Voice, and Multimedia Network-based, Network-embedded Products and Services under this

Contract includes all converged and traditional-separate voice, data, and videc network products and services primarily
designed, and defined by applicable industry standards, for transporting/receiving data (data, voice, and multimedia)
between connection points, destinations or endpomts

51 This Scope does allow Data, Voice, and Multimedia Network based Network-embedded Products and
Services including:

51.1 All labor, materials, transportation, equipment and other activities for, and reasonably incidental to:
installation, integration, implementation, engineering analysis, design and configuration, of the
manufacturer's product or service.

51.2 Software and/or hardware maintenance and support of the manufacturer's product or service; and

5.1.3 Ancillary services in conjunction with the implementation, or installation of a manufacturer's product.
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State of Arizona
State Procurement Office -
Scope of Work | 100 North 15% Avenue, Suite 201
Phoenix, AZ 85007

Contract No: ADSPO16-00005819
Description: Network Equipment and Serviges

52

5.3

- This Scope allows for:

521 Networking products and services, such as routers, gateways, switches, modems, CSU/DSU, access
devices, concentrators, network-embedded security solutions, caching and content management
devices;
5.2.1.1 Network firewalls, filtering software, and security solutions;

5.2.1.2 Network Management Products such as management, monitoring, testing, analyzing, and
traffic simulating equipment;

5.2.1.3 Wireless Products for applications such as:
5.2.1.3.1 |IEEE802.11X (Wireless Local Area Network - WLAN);
5.2.1.3.2 IEEE 802.15 (Wireless Personal Area Network - WPAN);
52133 | IEEE 802.186 (Wireless Metropolitan Area Network — WIMAN); and,

52.1.34 Fixed Wireless Equipment and related services, such as, access points, transfer
points, and controllers

522 Telephony to include:
5.2.2.1 Telephony products and services, such as IP Telephony systems, PBX and key systems,
voice mail and unified messaging systems, teleconferencing, call management systems
including Automatic Call Distribution (ACD), Interactive Voice Response {IVR), Computer
Telephony Integration (CTI}, call account, and the associated end-user telephone devices
{other than two-way radios)
5.2.2.2 Telephony management, monitoring, testing, analyzing, and traffic-simulating equipment
5.2.3 Services used in cenjunction with the design, analysis, configuration, implementation, installation,
training, maintenance, and support of Data, Voice, and Multimedia Network-based, Network-
embedded products and services. :

524 State Agencies, boards and commissions must receive approval from ASET-EIC prior to any
purchases under ltems 5.2.2 and 5.2.3 of the Scope of Work.

525 Training:
5.2.5.1 Initial Training on specific equipment that has been purchased.
5.2.5.2 "As needed” Training on specific equipment that has been purchased (e.g. New Hires, etc.).
5.2.5.3 Annual Training for up to fifty (50) participants.

This Scope requires that the Contractor shall:

5.3.1 Provide a Maintenance Program. Contractor shall have a maintenance program for those Customers
who choose or require these services. Maintenance programs shall be comprehensive enough to
provide service to any Customer within the State of Arizona.

5.3.2 Provide Technical Support:
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State of Arizona
State Procurement Office

Scope of Work 100 North 15" Avenue, Suite 201
Phoenix, AZ 85007

Contract No: ADSPO16-00005819
Description: Network Equipment and Services

5.3.2.1 On-Line Support. Provide and maintain a toll-free technical support telephone line, website, or
other communication mechanism(s) for the purpose of providing competent technical
assistance to Customers who contact the Contractor regarding the cperation of Products
supplied by the Contractor. Support shall be accessible to all customers who wish to obtain
competent technical.

5.3.2.2 On-Site Support. If requested by the Customer, the Contractor shall also provide on-gite
installation and froubleshooting and assistance services. These services shall be in addition
to the Maintenance Program provided under 3.3.1 above.

54 This Scope does not allow:

541 The single purchase of products and services primarily designed to store or process (compute) data,
such as midrange or mainframe computer systems, or consumer electronic hardware, component
parts and accesscries;

5.4.2 Video and Audio conferencing equipment and products; such as:
5.4.2.1 Audio and visual presentation and composing equipmentﬁ
5.4.2.2 Cameras,
5.4.2.3 Monitors; -
5.4.2.4 VCRs; and
5.4.2.5 Consumer electronics.

543 Building Wiring Systems (BWS) and structured cabling systems;

5.44 Microcomputer Hardware, PC Software and refated Services including desktop PC-based firewall and
virtual private network (VPN) client-only products and services; -

545 Fixed Wireless Systems and Related Services such as point-to-point and multi-point radios, cabling
antennas, towers, power, frequency coordination, licensing, designed to receive/transmit data;

546 General purpose UNIX Workstations & Servers;
5.4.7 Disaster Recovery Services;

548 Value-Added Software not specifically designed to support and secure the transport of data (as
defined above);

549 Radio related Products and Services, including Public Safety communication Equipment, 2-way radios,
900MHz Digital Radio Systems, and Digital Microwave Radic Equipment;

5.4.10 Disk Data Storage Mardware, including Network Attached Storage and Storage Area Network;
5.4.11 Carrier Services, both regulated and unregulated; and,
- 5.4.12 General Information Technology Research & Adviéory Service and [T Consultant.
55 Pricing
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State of Arizona
State Procurement Office
Sco pe of Work 100 North 15% Avenue, Suite 201
Phoenix, AZ 85007

Contract No: ADSP016-00005819
Description: Network Equipment and Services

For the purpose of complying with this requirement, “list price” means:

The price of an article as shown in a list issued by the manufacturer or by the general body of manufacturers of
the particular class of goods. Merriam-Webster

5.5.1 Percent Reduction (Discount) of Price off the List Price. The Contractor shall make available a
complete product line at a specified percentage reduction (discount) off the list price.

Example: $100.00 List Price minus 60% = $40.00 Reduced (Discounted) Price.

5.5.2 Maintenance Discount Percent off the List Price. The Contractor shall make available a specified
percentage discount off the list price for maintenance for a product line.

5.5.3 Service Discount Percent off the List Price. The Contractor shall make available a specified
percentage discount off the list price for services for a product line.

5.5.3.1 Any services shall include coverage to all geographic regions within the State of Arizona.
Service areas are divided into two sections: Urban and Rural.

5.5.3.2 The Contractor may establish a single price for “Rural” areas.
All cities specified as “Rural” shall encompass the legal jurisdictional boundaries of the city.

5.5.3.3 The Contractor may establish a single price for “Urban” areas.
The four areas designated as “Urban” are:

Flagstaff within a 20 mile radius from City Center
Phoenix within a 30 mile radius from City Center
Tucson within a 30 mile radius from City Center
Yuma within a 20 mile radius from City Center
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State of Arizona
State Procurement Office

Scope of Work 100 North 154 Avenue, Suite 201
Phoenix, AZ 85007
Contract No: ADSPO16-00005819
Description: Network Equipment and Services

554 The Contractor may qffer promotional or volume discounts below the specified percentage discount off
the list price stated in the Contract at any time during the life of the Contract.

555 Most-Favored Customer Pricinq.'Throughout'the life of the contract, the Contractor shall always offer
the State the most-favored customer or Highest Tier Customer price discount rate on contracted
product(s} concurrent with a published price discount rate made to other Customers (both Private and
Public sectors). The Contractor shall extend to the State that most-favored customer or Highest Tier

_ Customer price discount on all new product lines during the life of the contract.

56 Oniine Catélog

The Contractor shaii make available an online catalog.

561

56.2

56.3

56.4
5.6.5

56.6

Restricted to only those items that may be purchased under this Contract by being identified as core
items or are within the general product categories established by this Contract.

Shall not include any items that are specifically excluded from this Contract.

The website will include:

5.6.3.1 Product information/cataiog which reflects most recent Arizona approved price catalog;
56.32 Primary contact information: Name(s}, phone number(s), Email address (es); and,
5.6.3.3 Quote and ordering information.

Website shalil be available 24 x 7, except for scheduled maintenance.

No costs or expenses associated with providing this information shall be charged to the Users.

Universal Resource Locator (URL) for the website must be supplied to the Procurement Officer within
thirty (30) days of an award_.
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State of Arizona
State Procurement Office

Special Terms and Conditions 100 North 16 Avenue, Suite 201
. Phoenix, AZ 85007

Contract No: ADSPO16-00005819
Description: Network Equipment and Services

A. Purpose .

Pursuant to provisions of the Arizona Procurement Code, A.R.S. 41-2501 Et Seq., the State of Arizona intends to
establish a Contract (Participating Addendum, PA) for the materials or services as listed herein in service to the
State.

B. Term of Contract

The term of any resultant Contract shall commence on date of executlon and shall be for an |n|t|al peried of one (1)
years, unless terminated, canceled or extended as otherwise provided herein.

C. Contract Extensions five (5) Year Maximum

The Contract term is for the stated period subject to additional successive periods of twelve (12) months. per
extension with a maximum aggregate including all extensions not to exceed five (5) years.

D. Contract Type — Fixed Price

E. ELIGIBLE AGENCIES (STATEWIDE)

This Contract shall be for the use of all State of all State of Arizona departments, agencies, commissions and
boards. In addition, eligible State Purchasing cooperative members may participate at their discretion. In order fo
participate in this contract, a cooperative member shall have entered into a Cooperative Purchasing Agreement
with the Department of Administration, State Procurement Office as required by Arizona Revised Statutes § 41-
2632.

Membership in the State Purchasing cooperative is available to all Arizona political subdivisions including cities,
counties, school districts, and special districts. Membership is alsc available to all nen-profit organizations, as well
as State governments, the U.8. Federal Government and Tribal Nations.” Non-prefit organizations are defined in
A.R.S. § 41-2631 (4} as any nonprofit corporation as designated by the internai revenue service under Section 501
(c)(3) through 501{c)(B).

F. Licenses

The Contractor shall maintain in current status, all federal, state and local licenses and permits required for the
operation of the business conducted by the Contractor.

G. ’ Volume of Work
The State does not guarantee a specific amount of work either for the life of the Contract or on an annual basis.

H. Key Personnel

It is essential that the Contractor provide adequate experienced personnel, capable of and devoted to the
successful accomplishment of work to be performed under this Contract. The Contractor must agree to assign
specific individuals to the key posnlons if required.

1. The Contractor agrees that, once assigned to work under this Contract, key personnel shall not be removed
or replaced without written notice to the State.

2.. Key personnel who are not available for work under this Contract for a continuous pericd exceeding thirty (30)
calendar days, or are expected fo devote substantially less effort to the work than initially anticipated, the
Contractor shall immediately notify the State, and shall, subject to the concurrence of the State, replace such
personnel with personnel of substantially equal ability and qualifications.
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State of Arizona
State Procurement Office

Special Terms and Conditions 100 North 15" Avenus, Suite 201
: Phoenix, AZ 85007

Contract No: ADSPO16-00005819

Description: Network Equipment and Services

. Changes

The State may at any time make changes within the general scope of this Contract. The Contractor shall respond
to the Change Order with a proposal. If any such change causes an adjustment in the cost of, or the time required
for the performance of any part of the work under this Contract, whether changed or not changed by the Change
Order, the Procurement Officer shail modify the Contract in writing via a bilateral Contract Amendment.

J. Price Adjustment
Throughout the life of the Contract, the State reserves the right to purse negotiations with the Contractor to secure
price reductions. Any negotiated price changes for this Contract shall be documented via a bilateral Contract
Amendment.

K. | Payment Procedures

The State will not make payments to any Entity, Group or individual other than the Contractor or Authorized
Representative(s). Authorized Representative meaning a Distributor or Reseller authorized by the Contractor and
approved by the State’s Procurement Officer. The Contractor and the authorized and approved Distributor(s)
and/or Reseller(s) shall be registered in the State of Arizona’'s eProcurement system. Contractor invoices
requesting payment to any Entity, Group or individual other than the contractually specified Contractor or
Authorized Representative shall be returned to the Contractor for correction.

The Contractor or Authorized Representative shall review and insure that the invoices for services provided show
the correct Contractor or Authorized Representative’'s name and the correct Contract number prior to sending
them for payment.

If the Contractor Name and FEI Number change, the Contractor must complete an “Assignment and Agreement”
form transferring contract rights and responsibilities to the new Contractor. The State must indicate consent on
the form. A written Contract Amendment must be signed by both parties and a new W-9 form must be submitted
by the new Contractor and entered into the system prior to any payments being made to the new Contractor.

1. Invoicing

All billing notices or invoices shall be sent to the agency whose address appears on the contract release
order/purchase order as the 'bill to address' and should contain, at a minimum, the information listed below.

a) The contract number, as applicable the Task Order number, and the contract release/purchase order
number;

b) Name and address of the contractor;
c) The Contractor's remittance address;
d)} Contractor's representative to contact cencerning billing questions;
¢) Contractual payment terms;
f) Applicable taxes; and,
g) Description of work products delivered.
2. Order Process

The award of a Contract shall be in- accordance with the Arizona Procureament Code. Any atiempt to
represent any material and/or service not specificaily awarded as being under contract with the State is a

- violation of the Contract and the Arizona Procurement Code. Any such action is subject to the legal and
contractual remedies available to the State inclusive of, but not limited to, contract cancellation, suspension
and/or debarment of the Contractor,

: 9| Fags
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State of Arizona
. o State Procurement Office
Special Terms and Conditions 100 North 15" Avenue, Suite 201
- Phoenix, AZ 85007

Contract No: ADSPO16-00005819

Description: Network Equipment and Services

L. Information Disclosure

The Contractor shall establish and maintain procedures and controls that are acceptable to the State for the
purpose of assuring that no information contained in its records or obtained from the state or from others in
carrying out its furictions under the contract shall be used or disciosed by it, its agents, officers, or employees,
except as required to efficiently perform duties under the Contract. Persons requesting such information should
be referred to the State. The Contractor also agrees that any information pertaining to individuat persons shall not
be divulged other than to employees or officers of the Contractor as needed for the performance of duties under
the Contract, uniess otherwise agreed to in writing by the State.

M. ° Employees of the Contractor

All employees of the Contractor employed in the performance of work under the Contract shall be considered
employees of the Contractor at all times, and not employees of the State. The Contractor shall comply with the
Social Security Act, Workman's Compensation laws and Unemployment laws of the State of Arizona and all
State, local and Federal legislation relevant to the Contractor's business.

N. Warranty

Hardware — All hardware s_ubplied under this Contract shall be fully guaranteed by the Contractor for a minimum
period of one (1) year from the date of acceptance by the State. Any defects of design, workmanship, or delivered
materials that would result in non-compliance shall be fully corrected by the Contractor without cost to the State.

Services - All services supplied under this Contract shall be fully guaranteed by the Contractor for a minimum
period of ninety (90) days from the date of acceptance by the State. Any defects of design, workmanship, or
delivered materials that would result in non-compliance shall be fuIIy corrected by the Contractor without cost to
the State. 4

0. Leasing and Rental Options

Leasing and rental options are allowable for the acquisition of the awarded equipment, if the Contractor provides
this option. A Master Leasé or Master Rental Agreement will not be negotiated by the State.- Each Eligible
Agency or Ordering Entity who chooses to pursue either method, shall be responsible for the review, possible
negotiations, and signature on-any leasing or rental documents. Additionally, it shall be clear that the Eligible
Agency or Ordering Entity has the final financial responsibility. All cooperative members shall seek guidance from
their internal Finance Department for guidance on requirements. The followmg shall apply to all State agencies,
boards and commissions:

1. Capita! and operating lease agreements, as well as straight rental agreements, between the Contractor and
any Eligible Agency or Ordering Entity are allowable under this Contract.
a. Capital ieases are those agreements which transfer title or ownership of the leased property at
the end of the lease or contain a provision for a bargain purchase option. State Agencies must
use the Stafte’s Master third party Agreement for Leasing; and,

b. Operating leases are those agreements where agencies do not obtain title to or ownership of,
only the temporary possessmn and use of, the leased property. State Agencies, boards and
commissions must receive approval from the State General Accounting Office (GAQ) prior to
entering into an Operating Lease to ensure compliance with Federal requirements.

2. Inthe event of a conflict between the provisions of a lease agreement and Contract terms and conditions, the
Contract terms and conditions shall prevail. ' :

3. Any State entity entering into a lease agreement as allowed herein shall follow the policies outlined in the
State of Arizona Accounting Manual. Any questions as to the State’s policy should be directed to the ADOA
General Accounting Office. Inquiries can be sent via email to gacpolicy@azdoa.goy.

10| Page
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State of Arizona
State Procurement Office

Special Terms and Conditions 100 North 15" Avenue, Suite 201
Phoenix, AZ 85007

ContractNo:  ADSPO18-00005819
Description: Network Equipment and Services

4. To ensure compliance with Article 9, Section 5 of the State of Arizona Constitution, installment purchase
agreements, or those agreements where title to the property is transferred to the lessee at the inception of the
agreement, shall be prohibited under this contract. '

P. Master License Agreements and/or Master Service Agreements

Master License Agreements and/or Master Service Agreements will not be negotiated by the State. Each Eligible
Agency or Ordering Entity who chooses to pursue either method, shall be responsible for the review, possible
negotiations, and signature on any Master License and/or Master Service Agreement. Additionally, it shall be
clear that the Eligible Agency or Ordering Enfity has the final financial responsibility. All cooperative members
shall seek guidance from their internal Finance Department or other internal designated authority for guidance on
requirements. The following shall apply to all State agencies, boards and commissions: In the event of a conflict
between the provisions of a Master License and/or Master Service Agreement and Contract terms and conditions,
the Contract terms and conditions shall prevail

Q. Compliance with Applicabie Laws

The Materials and services supplied under this Contract shall comply with all applicable Federal, state and local
laws, and the Contractor shall maintain all applicable license and permit requirements.

Contractor represents and warrants to the State that Contractor has the skill and knowledge possessed by
members of its trade or profession and Contractor will apply that skill and knowledge with care and diligence so
Contactor and Contractor's employees and any authorized subcontractors shall perform the Services described in
this Contract in accordance with the Statement of Work.

Contractor represents and warrants that the Materials provided through this Contract and Statement of Work:-shalll
be free of viruses, backdoors, werms, spyware, malware and other malicious code that will hamper performance
of the Materials, collect unlawful personally identifiable information on users or prevent the Materials from
performing as required under the terms and conditions of this Contract.

R. Non-Exclusive Contract

Any Contract resulting from this solicitation shall be awarded with the understanding and agreement that it is for
the sole convenience of the State of Arizona. The State reserves. the right to obtain like goods or services from
another source when necessary, or when determined to be in the best interest of the State.

S. Administrative FeefUsage Reports

1. in accordance with ARS § 41-2633 the Department of Administration, State Procurement Office includes
an Administrative Fee, in the majority of its Statewide contracts — multiple agency, multiple government, -
cooperative contracts. The Administrative Fee is used by the State to defray the additional costs
associated with soliciting, awarding and administering statewide contracts.

in addition to the State agencies, boards and commissions, stetewide confracts are available to members
of the State Purchasing Cooperatéve including cities, counties, school districts, special districts, other
state governments, agencies of the fecieral governynent, {ribal nations, schools, medical institutions, and
nonprofit organizations,

The Administrative Fee is the responsibility of the contractor. Further, Statewide contracts maintain one
set of pricing for all customers and not separate prices for State agency cusiomers and State ?urchasmg
Cooperat ve customers.

2. Statewide Contracts Administrative Fee Amount;

Unless defined differently within the contraci, the Statewide Contracts Administrative Fee shall be one
percent (1.0%) of quarterly sales receipts under an active Statewide contract, transacted by oniy the
meambers of the State Purchasing Cooperative, minus any taxes or regulatory fees, minus any returns or
credits, and minus any shipping charges not already included in the unit prices. The Administrative Fee
l[Page
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percentage is only applicable to amounts actually received by the contractor during the quarter and is not
applicable to amounts ordered by customers but not yet paid for. The admirustrative fee is not paid on
transactions with state agency customers. :

3. Method of Assessment

At the completion of each quarter, the contractor reviews all sales under their contract in preparation for
submission of their Usage Report. The contractor identifies all sales receipts transacted by members of
the State Purchasing Cooperative and assesses one percent (1.0%) of this amount in their Usage Report.
An updated list of State Purchasing Cooperative members may be found at: hitps:.//spo.az gov/state-
purchasing-cooperative . At its option, the State may expand or narrow the applicability of this fee. The

4. Submission of Reports and Fees. Within thirty (30) days following the end of the quarter, the contractor
submits their Usage Report and if applicable, a check in the amount of one percent (1%) of their sales
receipts from members of the State Purchasing Cooperative, to the Department of Administration, State
Procurement Office. Contractors are required to use the State’'s current report templates unless you have
authoerization from your contract officer to use a different format. You need to compiete Form 799, which
is a cover letter that gives the totals of your transactions; and Form 801, which is an Exce!l spreadsheet
that details your transactions. Sales to state agencies and the cooperative members are to be totaled
separately. The most current forms can be downioaded at https://spo.az.gov/statewide-contracts-
administrative-fee.

4.1 The submission schedule for Administrative Fees and Usage reports shall be as follows:
» Stafe Fiscal QGuarter 1 {Jul 1 - Sept 30): Due by Oct 30
s Stafe Fiscal Quarter 2 (Oct 1 - Dec 31): Due by Jan 30.
» Siate Fiscal Quarter 3 (Jan 1 - Mar 31); Due by Apr 30
o State Fiscal Quarter 4 (Apr 1 - Jun 30): Due by Jul 30

4.2 Usage Reports and any questions are to be submitted by email to the state's designated usage
report email address. usage@azdoa.gov

4.3 Administrative Fees shali be made out to the “State Procurement Office” and mailed to:

Department of Administration

Controfler's Office

ATTN: "Statewide Contracts Administrative Fee”
100 N. 15th Avenus, Suife 202

Phoenix, AZ 85007 '

it is important that you indicate' on the check stub or an attached document your contract
number and the quarter for which you are paying. if paying for multiple contracts or guariers,
please break down the amount fo show how it is fo he appliedDepartment of Administration

5. The Administrative Fee shall be a part of the Contractor’s unit prices and is not to be charged directly to
the customer in the form of a separafe line item. Statewide contracts shall not have separate prices for
State Agency customers and State Purchasing Cooperative customers.

6. Contractor's failure to remit administrative fees in a timely manner consistent with the contract's
requirements may result in the State exercising any recourse available under the contract or as provided
for by law. ' '

7. Formere information on the Quarterly Usage Report or the Administrative Fee, its caiculation, submission
or use, see the State Procurement Office's web site at hftps://spo.az. gov/ , select Vendor Resources.

12 |Pase
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State of Arizona
State Procurement Office -

Special Terms and Conditions ‘ 100 North 151 Avenue, Suite 201
Phosnix, AZ 85007

Contract No: ADSP0O16-00005819
Description: Network Equipment and Services

T.

Acceptance

Determination of the acceptability of services shall be made by the sole judgment of the State. Acceptance shall
be in writing, verbal acceptance will not be allowed. Services shall be completed in accordance with the Scope of
Work, agreed to and accepted schedules, plans, and agreed to performance standards. Acceptance shall be one
hundred percent (100%) functionality, which will be determined by the State. Acceptance criteria shall include, but
not be limited to conformity to the scope of work, quality of workmanship and successfully performing all required
Tasks. Nonconformance to any of the stated acceptance and performance criteria of both services and or
products as required shall result in a delay for payment. Payment shall not be made until nonconformance to the
criteria is corrected as determined by the State.

Performance

Contractor agrees that, from and after the date that the applicable services commence, its performance of the Scope of
Services will meet or exceed industry best practices subject to the limitations and in accordance with the provisions set
forth in this Contract. If the Services provided pursuant to this Contract are-changed, modified or enhanced (whether by
Change Order or through the provision of new Services), The State and the Contractor will review the current
performance experience and will in good faith determine whether such experience should be adjusted and whether -
additional services should be implemented or whether services be removed. The following requirements shall also

apply:
1. Failure to Perform
if Contractor fails to complete any deliverable, then Contractor shall:
1.1 Promptly perform a root-cause analysis to identify the cause of such failure;

1.2 Use commercially reasonable efforts fo correct such failure and to begin meeting the requirements as
promptly as practicable;

1.3 Provide the State with a report detailing the cause of, and procedure for correcting, such failure; and
1.4 If appropriate under the circumstances, take action to avoid such failure in the future.

2. Root-Cause Analysis

In the event of the Contractor's failure to perform required services or meet agreed upon service levels or
other Contractor service standards as required by the State under this Contract, the Contractor shall
perform an analysis of the cause of the service level problem and implement remediation steps as
appropriate. The State shall have the right to review the analysis and approve the remediation steps prior
to or subsequent to their implementation, as deemed appropriate by the State, if the remediation steps
impact State assets or operational processes.

Compensation

Shouid the Contractor fail to provide all required services or deliver work products, as agreed upon by State and
the Contractor, the State shall be entitled to invoke applicable remedies, including but not limited to, withholding
payment to the Contractor and declaring the Contractor in material breach of the Contract. If the Contractor is in
any manner in default of any ebligation or the Contractor's work or performance is determined by the State to be
defective, sub-standard, or if audit exceptions are identified, the State may, in addition to other available
remedies, either adjust the amount of payment or withhold payment until satisfactory resolution of the default,
defect, exception or sub-standard performance. The Contractor shall reimburse the State on demand, or the
State may deduct from future payments, any amounts paid for work products or performance which are
determined to be an audit exception, defective or sub-standard performance. The Contractor shall correct its
mistakes or errors without additional cost to the State. The State shall be the sole determiner as to defective or
sub-standard performance.

The Contractor shall fulfill their contraciual requirements including the Deliverables identified in the Statement of
Work and fulfill the roles and responsibilities described in the Statement of Work for a firm fixed price, inclusive of
travel and travel-related expenses. The fixed amount shall be inclusive of any fees for the use of any th|rd party
products or services required for use in the performance of this Contract.
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W.

Contractor Performance Reports

Program management shall document Contractor performance, both exemplary and needing improvements
where corrective action is needed or desired. Copies of corrective action reports will be forwarded to the
Procurement Officer for review and any necessary follow-up. The Procurement Office may contact the Contractor
upon receipt of the report and may request corrective action.

Offshore Performance of Work Prohibited

Due to.security and identity protection concems, direct services under this contract shall be performed within the
borders of the United States. Any services that are described in the specifications or scope of work that directly
serve the State of Arizona or its clients and may involve access to secure or sensitive data or personal client data

_or development or modification of software for the State shall be performed within the borders of the United

States. Unless specifically stated otherwise in the specifications this definition does not apply to indirect or
“overhead” services, redundant back-up services or services that are incidental to the performance of the
contract. This provision applies to work performed by subcontractors at all tiers,

lndémnification
1. Indemnification Clause

To the fullest extent permitted by law, Contractor shall defend, indemnify, and hold harmless the State of
Arizona, and its departments, agencies, boards, commissions, universities, and any jurisdiction or agency
issuing permits for any work included in the project, and their respective directors, officers, officials,
agents and employees (hereinafter referred to as "Indemnitee”) from and against any and all claims,
actions, liabilities, costs, losses, or expenses, (including reasonable attorney's fees), (hereinafter
collectively referred fo as "Claims") arising out of actual or alleged bodily injury or personal injury of any
person (including death) or loss or damage to tangible or intangible property caused, or alleged to be
caused, in whole or in part, by the negligent or willful acts or omissions of Contractor or any .of
Contractor's directors, officers, agents, employees, volunteers or subcontractors. This indemnity includes
any claim or amount arising or recovered under the Workers' Compensation Law or arising out of the
failure of Contractor to conform to any federal, state or local law, statute, ordinance, rule, regulation or
court decree. It is the specific intention of the parties that the Indemnitee shall,"in all instances, except for
Claims arising solely from the negligent or willful acts or omissions of the Indemnitee, be indemnified by
Contractor from and against any and all Claims. It is agreed that Contractor will be responsible for primary
loss investigation, defense and judgment costs where this indemnification is applicable. This
indemnification will survive the termination of the above listed contract with the Contractor. -

The indemnity shall not apply if the contractor or sub-contractor(s) is/are an agency, board, commission
or university of the State of Arizona. '

2. Insurance Requirements

2.1 Contractor and subcontractors shall procure and maintain, untii all of their obligations have been
discharged, including any warranty periods under this Contract, insurance against claims for
injury to persons or damage to property arising from, or in connection with, the performance of
the work hereunder by the Contractor, its agents, representatives, employees or subcontractors.

22 The Insurance Requirements herein are minimum requirements for this Contract and in no way

: limit the indemnity covenants contained in this Contract. The State of Arizona in no way warrants

that the minimum limits contained herein are sufficient to protect the Contractor from liabilities that

arise out of the performance of the work under this Contract by the Contractor, its agents,

representatives, employees or subcontractors, and the Contractor is free to purchase additional
insurance.

3. Minimum Scope and Limits of Insurance
Contractor shall provide coverage with limits of hablllty not less than those stated below.

31 Commercial General Liability (CGL) — Occurrence Form
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Policy shall include bodily injury, property damage, and bread form contractual liability coverage.

+  General Aggregate $2,000,000
e  Products — Completed Operations Aggregate $1,000,000
. Personal and Advertising Injury 31,000,000
+» Damage to Rented Premises $50,000
. Each Cccurrence ~ $1,000,000

a. The policy shall be endorsed, as required by this written agreement, to include the State of
Arizona, and its departments, agencies, boards, commissions, universities, officers, officials,
agents, and employees as additional insureds with respect to liability arising out of the activities
performed by or on behalf of the Contractor.

b. Policy shall contain a waiver of subrogation endorsement, as required by this written

-~ agreement, in favor of the State of Arizona, and its departments, agencies, boards,

commissions, universities, officers, officials, agents, and employees for losses arising from work
performed by or on behalf of the Contractor.

32 Business Automobile Liability

Bodily Injury and Property Damage for any owned, hifed, and/or non-owned automobiles used in the
performance of this Contract,

Combined Single Limit {CSL) $1,000,000

a. Policy shall be endorsed, as required by this written agreement, to include the State of Arizona,
and its departments, agencies, boards, commissions, universities, officers, officials, agents, and
employees as additional insureds with respect to liability arising out of the activities performed
by, or on behalf of, the Contractor involving automobiies owned, hired and/cr non-owned by the
Contractor.

b. Policy shall contain a waiver of subrogation endorsement as required by this written agreement
in favor of the State of Arizona, and its depariments, agencies, boards, commissions,
universities, officers, officials, agents, and employees for losses arising from work performed by
or on behalf of the Contractor. :

3.3 Workers’ Compensation and Employers’ Liability

+  Workers' Compensation Statutory

. Employers' Liability
o Each Accident $1,000,000
o Disease — Each Employee $1,000,000
o Disease — Policy Limit $1,000,000

a. Policy shall contain a waiver of subrogation endorsement, as required by this written
agreement, in favor of the State of Arizona, and its departments, agencies, boards,
commissions, universities, officers, officials, agents, and employees for losses arising from work
performed by or on behalf of the Contractor.

b. This requirement shall not apply to each Contractor or subcontractor that is exempt under
AR.S. § 23-801, and when such Contractor or subcontractor executes the appropriate waiver
form (Sole Proprietor or Independent Contractor).
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3.4 Network Security (Cyber) and Privacy Liahility
= Each Ciaim . $2,000,000
s  Annual Aggregate : $2,000,000

a. Such insurance shall include, but not be limited to, coverage for third party claims and losses
with respect to network risks (such as data breaches, unauthorized access or use, ID theft, theft
of data) and invasion of privacy regardless of the type of media involved in the loss of private
information, crisis management and identity theft response costs. This should also include
breach notification costs, credit remediation and credit menitoring, defense and claims
expenses, regulatory defense costs plus fines and penaities, cyber extortion, computer program
and electronic data restoration expenses coverage (data asset protection), network business
interruption, computer fraud coverage, and funds transfer loss.

b. In the event that the Network Security and Privacy Liability insurance required by this Contract
“is written on a claims-made basis, Contractor warrants that any retroactive date under the
policy shall precede the effective date of this Contract and, either continuous coverage will be
maintained, or an extended discovery pericd will be exercised for a period of two (2) years
beginning at the time work under this Contract is completed.

¢. The policy shall be endorsed, as required by this written agreement, to include the State of
Arizona, and its departments, agencies, boards, commissions, universities, officers, officials,
agents, and employees as additional insureds with respect to liability arising out of the activities
performed by or on behalf of the Contractor.

d. Policy shall contain a waiver of subrogation endorsement, as required by this written
agreement, in favor of the State of Arizona, and its departments, agencies, boards,
commissions, universities, officers, officials, agents, and employees for losses arising from work
performed by or on behalf of the Contractor.

4. Additional Insurgn'ce Reqt_:jréments
The policies shall include, or be endorsed to include, as required by this written agreement, the following
provisions: :

4.1 The Contractor's policies, as applicable, shall stipulate that the insurance afforded the Contractor
shall be primary and that any insurance carried by the Department, its agents, officials,
employees or the State of Arizona shall be excess and not contributory insurance, as provided by
AR.3.§41-621 (E).

4.2 Insurance provided by the Contractor shall not limit the Contractor’s liability assumed under the
indemnification provisions of this Cpntract

8. Notice of Cancellation :

Applicable to all insurance policies required within the Insurance Reguirements of this Contract,
Contractor's insurance shall not be permitted to expire, be suspended, be canceled, or be materially
changed for any reason without thirty (30) days prior written notice to the State of Arizena. Within two (2)
business days of receipt, Contractor must provide notice to the State of Arizona if they receive notice of a
policy that has been or will be suspended, canceled, materially changed for any reason, has expired, or
will be expiring. Such nctice shall be sent directly to the Department and shall be mailed, emailed, hand
delivered or sent by facsimile transmission to (State Representative’s Name, Address & Fax Number).

6. Acceptability of Insurers :
' Contractor's insurance shall be placed with companies licensed in the State of Arlzona or hold approved
non-admitted status on the Arizona Department of Insurance List of Qualified Unautherized Insurers.
Insurers shall have an "A.M. Best” rating of not less than A- VII. The State of Arlzona in no way warrants
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AA.

that the above-required minimum insurer rating is sufficient to protect the Contractor from potential insurer
insolvency.

7. Verification of Coverage
Contractor shall furnish the State of Arizona with certificates of insurance (valid ACORD form or equivalent
approved by the State of Arizona) as required by this Contract. An authorized representative of the insurer
shall sign the certificates. :

7.1 . All certificates and endorsements, as required by this written agreement, are to be received and
approved by the State of Arizona before work commences. Each insurance policy required by this
Contract must be in effect at, or prior to, commencement of work under this Contract. Failure to
maintain the insurance policies as required by this Contract, or to provide evidence of renewal, is
a material breach of contract.

7.2 All certificates required by this Contract shall be sent directly to the Department. The State of
Arizona project/contract number and project description shall be noted on the certificate of
insurance. The State of Arizona reserves the right to require complete copies of all insurance
policies required by this Contract at any time.

8. Subcontractors
Contractor's certificate(s) shall include all subcontractors as insureds under its policies or Contractor shall
be responsible for ensuring and/or verifying that all subcontractors have valid and collectable insurance as
evidenced by the certificates of insurance and endorsements for each subcontractor. All coverages for
subcontractors shall be subject to the minimum Insurance Requirements identified above. The Department
reserves the right to require, at any time throughout the life of this contract, proof from the Contractor that
its subcontractors have the required coverage.

9. Approval and Modifications
The Centracting Agency, in consultation with State Risk, reserves the right to review or make modifications

to the insurance limits, required coverages, or endorsements throughout the life of this contract, as
deemed necessary. Such action will not require a formal Contract amendment but may be made by
administrative acti_on.

10. Exceptions
In the event the Contractor or subcontractor(s) is/are a public entity, then the Insurance Requirements

shall not apply. Such public entity shall provide a certificate of self-insurance. If the Contractor or
subcontractor(s) is/are a State of Arizona agency, board, commission, or university, none of the above
shall apply.

Data Privacy and Security

Contractor shall treat all information obtained through performance of the contract, as confidential or sensitive
information consistent with State and federal law and State Policy. Contractor or its agents shall not use any data
obtained in the performance of the contract in any manner except as necessary for the proper discharge of its
obligations and protection of its rights related to this agreement. Contractor shall establish and maintain
procedures and controls acceptable to the State for the purpose of assuring that data in its or its agenis’
possession is not mishandled, misused, released, disclosed, or used in an inappropriate manner in performance
of the contract. This includes data contained in Contractor’s records obtained from the State or others, necessary
for contract performance. Contractor and its agents shall take all reasonable steps and precautions to safeguard
this information and-data and shall not divulge the information or data to parties other than those needed for the
performance of duties under the contract.

Data Privacy/Security Incident Management

Contractor and its agents shall cooperate and collaborate with appropriate State personnel to identify and
respend to an information security or data privacy incident, including a security breach.
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CC.

DD.

1. Threat of Security Breach

Contractor(s) agrees to notify the State Chief Information Officer (CIO), the State Chief Information
Security Officer (CISQO) and other key personnel as identified by the State of any perceived threats
placing the supported infrastructure and/or applications in danger of breach of security. The speed
of notice shall be at least commensurate with the fevel of threat, as perceived by the Contractor(s).
The State agrees to provide contact information for the State CIO, CISO and key personnel to the
Contractor(s).

2. Discovery of Security Breach

Contractor agrees to immediately notify the State CIO, the CISO and key personnel as identified
by the State of a discovered breach of security. The State agrees to provide contact information
for the State CIO, the CISO and key personnel.

Security Requirements for Contractor Personnel

Each individual proposed to provide services through this contract agrees to security clearance and background
check procedures, including fingerprinting, as defined by the Arizona Department of Administration in accordance
with Arizona Revised Statutes §41-710. The results of the individual’s background check procedures must meet
all HIPAA and law enforcement requirements. Contractor is responsible for all costs to obtain security clearance
for their consultants providing services through this contract. Contractor personnel, agents or sub-contractors that
have administrative access to the State's networks may be subject to any additional security reguirements of the
State as may be required for the performance of the contract. The Contractor, its agents and sub-contractors shall
provide documentation to the State confirming compliance with all such additional security requirements for
performance of the contract. Additional security requirements include but are not limited to the following:

1. Identity and Address Verification — that verifies the individual is who he or she claims to be
including verification of the candidate’s present and previous addresses;

2. UNAX/confidentiality Training;
3. HIPAA Privacy and Security Training; and
4. Information Security Training.

Access Constraints and Requirements

Contractor access to State facilities and resources shall be properly authorized by State personnel, based on
business need and will be restricted to least possible privilege. Upon approval of access privileges, the
Contractor shall maintain strict adherence to all policies, standards, and procedures. Policies / Standards,
ADQA/ASET Policies / Procedures, and Arizona Revised Statues (ARS) 28-447, 28-449, 28-450, 38-421, 13-
2408, 13-2316, 41-770). ‘

Failure of the Contractor, its agents or subcontractors to comply with pd!icies étandards and procedures
including any persen who commits an unlawful breach or harmful access (physmal or virtual) will be subject to
prosecution under all applicable state and / or federal laws.

Any and all recovery or reconstruction costs or other liabilities associated with an unlawful breach or harmful
access shall be paid by the Contractor.

Section 508 Compliance

Unless specifically authorized in the Contract, any electronic or information technology offered to the State of
Arizona under this Contract shalf comply with AR.S. § 41-3531 and § 41-3532 and Section 508 of the
Rehabilitation Act of 1973; which requires that employees and members of the public shall havé access to and
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use of information technology that is comparable to the access and use by employees and members of the public
who are not individuals with disabilities.

EE. Health Insurance Portability and Accountability Act of 1996

The Contractor warrants that it is familiar with the reguirements of HIPAA, as amended by the Health Information
Technology for Economic and Clinical Health Act (HITECH Act) of 2009, and accompanying regulations and will
comply with all applicable HIPAA requirements in the course of this Contract. Contractor warrants that it will
cooperate with the State in the course of performance of the Contract so that both the State and the Contractor
will be in compliance with HIPAA, including cooperation and coordination with the Arizona Strategic Enterprise
Technology (ASET) Group, Statewide Information Security and Privacy Office (SISPO), Chief Privacy Officer and
HIPAA Coordinator and other compliance officials required by HIPAA and its regulations. Contractor will sign any -
documents that are reasonably necessary to keep the State and Cantractor in compliance with HIPAA, including
but not limited to, business associate agreements.

If requested, the Contractor agrees to sign a "Pledge to Protect Confidential Information™ and to abide by the
statements addressing the creation, use and disclosure of confidential information, including information
designated as protected heaith information and all other confidential or sensitive information as defined in policy.
in addition, if requested, Contractor agrees to attend or participate in job related HIPAA training that is:

(1) intended to make the Contractor proficient in HIPAA for purposes of performing the services required; and

. (2) presented by a HIPAA Privacy Officer or other person or program knowledgeable and experienced in HIPAA
and who has been approved. by the ASET/SISPQO Chief Privacy Officer and HIPAA Coordinator.

FF. Compliance Requirements for A.R.S. § 41 -44017, Government Procurement: E-Verify Requirement

1. The Contractor warrants compliance with all Federal immigraticn laws and regulations relating to
employees and warrants its compliance with Section A.R.S. § 23-214, Subsection A. {That subsection
reads: “After December 31, 2007, every employer, after hiring an employee, shall verify the employment
eligibility of the employee through the E-Verify program.) '

2. A breach of a warranty regarding compliance with immigration laws and regulations shall be deemed a
material breach of the Contract and the Contractor may be subject to penalties up to and including
termination of the Contract. .

3. Failure to comply with a State audit process to randomly verify the employment records of Contractors
_and subcontractors shall be deemed a material breach of the Contract and the Contractor may he subject
to penalties up to and including termination of the Contract.

4. The State Agency retains the legal right to inspect the papers of any employee who works on the
_ Contract to ensure that the Contractor or subcontractor is complying with the warranty under paragraph
One (1).
GG. Addition of New Manufacturers
1. During the life of an awarded Contract a new Manufacturer may be added to provide a new product line if;
1.1 The Manufacturer and the product line is not covered under another Contract/Contractor;

1.2 The Contractor provides documentation that they are providing their Most-Favored Customer
Pricing {highest discount off list price);

1.3 Resellers providing the product line shall provide to the Procurement Officer proof of authorization
from the Manufacturer that they are authorized to provide the product line.

HH. Catalog Updates

Throughout the life of the Contract it is understood that Manufacturer Catalogs will be periodically updated.
Contractor shall submit updated catalogs to the State for approval pr]or to updating the online catalog. Catalog
updates shall be accepted at the sole option of the State and approved via a Bilateral Contract Amendment.
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Catalog Updates shall be submitted as follows:
Catalog updates shall not be submitted more frequently than quarterly.
2. Updates shall clearly identify items that are being:
a. Added
b. Discontinued

- 3. Pricing changes shall be identified and shall be in compliance with Section J, Price Adjustments, within
the Special Terms and Conditions.

4, The State reserves the right to audit the catalog in its entirety or by specific line item to verify product
appiicably to the contract.

. Statewide Sales Report

As requested throughout the life of the contract, the State may request a sales report delineating the acquisition
activity within this Contract. The report shall include the following information and be made available within one
weeks notice:

" Customers Name
Purchase Order Number
Manufacturer
Product Description and Product # / SKU
Contract Category
Where delivered/Installed
Date of delivery or installation
Cost of Equipment/Service

The reports shall be formulated exclusively for the State of Arizona. The State reserves the right to request
changes or add addition information to the report, including format.

Jd. Most-Favored Customer Pricing

Throughout the life of the contract, the Contractor shall always offer the State the most-favored customer or
Highest Tier Customer price discount rate on contracted product{s) concurrent with a published price discount
rate made to other Customers (both Private and Public sectors). The Contractor shall extend to the State that
.most-favored customer or Highest Tier Customer price discount on all new product lines during the life of the
contract. : : : ‘
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UNIFORM TERMS AND CONDITIONS

1. Definition of Terms

As used in this Sciicitation and any resulting Contract, the terms listed below are defined as follows:

1.1

1.2 “Contract” means the combination of the Solicitation, including the Uniform and Special Instructions to
Offerors, the Uniform and Special Terms and Conditions, and the Specifications and Statement or Scope
of Work; the Offer and any Best and Final Offers; and any Solicitation Amendments or Contract
Amendments.

1.3 "Contract Amendment"” means a written document signed by the Procurement Officer that is issued for the
purpose of making changes in the Contract.

1.4 "Confractor’ means any person who has a Contract with the State.

15 “Days” means calendar days unless otherwise specified.

16 "Exhibif” means any item labeled as an Exhibit in the Solicitation or placed in the Exhibits section of the
Solicitation.

1.7 “Gratuify’ means a payment, loan, subscription, advance, deposit of money, services, or anything of more
than nominal value, present or promised, unless consideration of substantially equal or greater value is
received. _

1.8 ‘Materials” means all property, i.ncluding equipment, supplies, printing, insurance and leases of property
but does not include land, a permanent interest in land or real property or leasing space.

1.9 “Procurement Officer’ means the person, or his or her designee, duly authorized by the State to enter into
and administer Contracts and make written determinations with respect to the Contract.

1.10  “Services” means the furnishing of labor, time or effort by a contractor or subcontractor which does not
involve the delivery of a specific end product other than required reports and performance, but does not
include employment agreements or collective bargaining agreements.

1.1 “Subcontract’ means any Contract, express or implied, between the Contractor and ancther party or
between a subcontractor and another party delegating or assigning, in whole or in part, the making or
furnishing of any material or any service required for the performance of the Contract.

1.12  “State” means the State of Arizona and Department or Agency of the State that executes the Contract.

1.13 ~ "Stafe Fiscal Year” means the period beginning with July 1 and ending June 30.

2. Contract Interpretation .

2.1 Arizona Law. The Arizona law applies to this Contract including, where applicable, the Uniform
Commercial Code as adopted by the State of Arizona and the Arizona Procurement Code, Arizona
Revised Statutes (A.R.S.) Title 41, Chapter 23, and its implementing rufes, Arizona Administrative Code
{A.A.C.) Title 2, Chapter 7.

22 Implied Contract Terms. Each provision of law and any terms required by law to be in this Contract are a
part of this Contract as if fully stated in it.

2.3 Contract Order of Precedence. In the event of a conflict in the provisions of the Contract, as accepted by

“Aftachment” means any item the Solicitation requires the Offeror to submit as part of the Offer.
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‘the State and as they may be amended, the following shall prevail in the order set forth below:
2.3.1 Special Terms and Conditions;
-2.3.2 Uniform Terms and Conditions;
2.3.3 Statement or Scope of Work;
2.3.4 Specifications;
2.3.5 Attachments;
2.36 Exhibits;
2.3.7 Documents referenced or included in the Solicitation.

24 Relationship of Parties. The Contractor under this Contract is an independent Contracior. Neither party to
this Contract shall be deemed to be the employee or agent of the other party to the Contract.

25 Severability. The provisions of this Contract are severable. Any term or condition deemed illegal or invalid
shall not affect any other term or condition of the Contract.

26 No Parole Evidence. This Contract is intended by the parties as a final and complete expression of their -

) agreement. No course of prior dealings between the parties and no usage of the trade shall supplement or
explain any terms used in this document and no other understanding either oral or in writing shall be
binding.

2.7 No Waiver. Either party’s failure to insist on strict performance of any term or condition of the Contract
shall not be deemed a waiver of that term or condition even if the party accepting or acquiescing in the
nonconforming performance knows of the nature of the performance and fails to object to it. :

3. Contract Administration and Operation

3.1 Records. Under A.R.S. § 35-214 and § 35-215, the Contractor shall retain and shall contractually require
each subcontractor to retain all data and other “records” relating to the acquisition and performance of the
Contract for a period of five years after the completion of the Contract. All records shall be subject to
inspection and audit by the State at reasonable times. Upon request, the Contractor shall produce a
legible copy of any or all such records, .

32 Non-Discrimination. The Contractor shall comply with State Executive Order No. 2009-09 and all other
applicable Federal and State laws, rules and regulations, including the Americans with Disabilities Act.

3.3 Audit. Pursuant to ARS §35-214, at any time during the term of this Contract and five (5) years thereafter,
the Contractor's or any subcontractor's books and records shall be subject to audit by the State and, where
applicable, the Federal Government, to the extent that the books and records relate to the performance of

7 the Contract or Subcontract.

34 Facilities Inspection and Materials Testing. The Contractor agrees to permit access to its facilities,
subcontractor facilities and the Contractor's processes or services, at reasonable times for inspection of
the facilities or materials covered under this Contract. The State shall also have the right to test, at its own
cost, the materials to be supplied under this Contract. Neither inspection of the Contractor's facilities nor
materials testing shall constitute final acceptance of the materials or services. If the State determines non- -
compliance of the materials, the Contractor shall be responsible for the payment of all costs incurred by
the State for testing and inspection.

35 Notices. Notices o the Contractor required by this Contract shall be made by the State to the person

indicated on the Offer and Acceptance form submitted by the Contractor unless otherwise stated in the
Contract. Notices to the State required by the Contract shall be made by the Contracter to the Solicitation
Contact Person indicated on the Solicitation cover sheet, .unless otherwise stated in the Contract. An
authorized Procurement Officer and an authorized Contractor representative may change their respective
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36

37

3.8

3.9

3.10

3.1

person to whom notice shall be given by written notice to the other and an amendment to the Contract
shall not be necessary.

Advertising, Publishing and Promotion of Contract. The Contractor shall not use, advertise or promote
information for commercial benefit concerning this Contract without the prior written approval of the
Procurement Officer.

Property of the State. Any materials, including reports, computer programs and other deliverables, created
under this Contract are the sole property of the State. The Contractor is not entitled to a patent or
copyright on those materials and may not transfer the patent or copyright to anycne else. The Contractor
shall not use or release these materials without the prior written consent of the State.

Qwnership of Intellectual Property. Any and all intellectual property, including but not limited to copyright,
invention, trademark, trade name, service mark, and/or trade secrets created or conceived pursuant to or
as a result of this contract and any related subcontract (“Intellectual Property”), shall be work made for hire
and the State shall be considered the creator of such Intellectual Property. The agency, department,
division, board or commission of the State of Arizona requesting the issuance of this contract shall own (for
and on behalf of the State) the entire right, title and interest to the Intellectual Property throughout the
world. Contractor shall notify the State, within thirty (30) days, of the creation of any Intellectual Property
by it or its subcontractor(s). Contractor, on behalf of itself and any subcontractor(s), agrees to execute any
and all document(s) necessary to assure ownership of the Intellectual Property vests in the State and shall
take no affirmative actions that might have the effect of vesting all or part of the Intellectual Property in any
entity  other than the State. The Intellectual Property shall not be disclosed by contractor or its
subcontractor(s) to any entity not the State without the express written authorization of the agency,
department, division, board or commission of the State of Arizona requesting the issuance of this contract.

Federal Immigration and Nationality Act. The contractor shall comply with all federal, state and local
immigration laws and tegulations relating to the immigration status of their employees during the term of
the contract. Further, the contractor shall flow down this requirement to all subcontractors utilized during
the term of the contract. The State shall retain the right to perform random audits of contractor and
subcontractor recerds or to inspect papers of any employee thereof to ensure compliance. Should the

- State determine that the contractor and/or any subcontractors be found noncompliant, the State may

pursue all remedies allowed by law, including, but not limited to, suspension of work, termination of the
contract for default and suspension and/or debarment of the contractor.

E-Verfy Requirements. In accordance with AR.S. § 41-4401, Contractor warrants compliance with ali
Federal immigration laws and regulations refating to employees and warrants its compliance with Section
A.R.S. § 23-214, Subsection A,

Offshore Performance of Work Prohibited.

Any services that are described in the specifications or scope of work that directly serve the State of
Arizona or its clients and involve access to secure or sensitive data or personal client data shall be
performed within the defined territories of the United States. Unless specifically stated otherwise in the
specifications, this paragraph does not apply to indirect or 'overhead' services, redundant back-up services
or services that are incidental to the performance of the contract. This provision applies to work performed
by subcontractars at all tiers. '

4, Costs and Payments -

4.1

4.2

Payments. Payments shall comply with the requirements of A R.S. Titles 35 and 41, Net 30 days. Upon
receipt and acceptance of goods or services, the Contractor shall submit a complete and accurate invoice
for payment from the State within thirty (30) days.

Delivery. Unless stated otherwise in the Contract, all prices shall be F.O.B. Destination and shall include
" all freight delivery and unloading af the destination.
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4.3

. 4.4

4.5

Applicable Taxes.

431 Payment of Taxes. The Contractor shall be responsible for paying all applicable taxes.

4,32 State and Local Transaction Privilege Taxes. The State of Arizona is subject to all applicable state
and local transaction privilege taxes. Transaction privilege taxes apply to the sale and are the
responsibility of the seller to remit. Failure to collect such taxes from the buyer does not relieve
the seller from its obligation to remit taxes.

4.3.3 TaxIndemnification. Contractor and all subcontractors shall pay all Federal, state and local taxes
applicable to its operation and any persons employed by the Ceontractor. Contractor shall, and
require all subcontractors to hold the State harmless from any responsibility for taxes, damages
and interest, if applicable, contributions required under Federal, and/or state and local laws and
regulatlons and any other costs including transaction privilege taxes, unemployment compensation
insurance, Social Securlty and Worker's Compensation.

434 [RS WY Form. In order to receive payment the Contractor shall have a current LR.S. W8 Form on
file with the State of Arizona, unless not required by law.

Availability of Funds for the Next State fiscal year. Funds may not presently be available for performance
under this Contract beyond the current state fiscal year. No legal Kability on the part of the State for any
payment may arise under this Contract beyond the current state fiscal year until funds are made available
for performance of this Contract.

Availability of Funds for the current State fiscal year. Should the State Legislature enter back into session
and reduce the appropriations or for any reason and these goods or services are not funded, the State

may take any of the following actions:

451 Accept a decrease in price offered by the contractor,
452 Cancel the Confract; or

453 Cancel the contract and re-solicit the requireménts.

5. Contract Changes

5.1

52

53

Amendments. This Contract is issued under the authority of the Procurement Officer who signed this
Contract. The Contract may be modified only through a Contract Amendment within the scope of the
Contract. Changes to the Contract, including the addition of work or materials, the revision of payment
terms, or the substitution of work or materials, directed by a person who is not specifically authorized by
the procurement officer in writing or made unilaterally by the Contractor are violations of the Contract and
of applicable law. Such changes, including unauthorized written Contract Amendments shall be void and
without effect, and the Contractor shall not be entitled to any claim under this Contract based on those
changes.

Subcontracts. The Contractor shall not enter into any Subcontract under this Contract for the performance
of this contract without the advance written approval of the Procurement Officer. ‘The Contractor shall
clearly list any proposed subcontractors and the subcontractor's proposed responsibilities. The |
Subcontract shall incorporate by reference the terms and conditions of this Contract.

Assignment and Delegation. The Contractor shall not assign any right nor delegate any duty under this
Contract without the prior written approval of the Procurement Officer. The State shall not unreasonably

withhold approval.

6. Risk and Liability

6.1

Risk of Loss: The Contractor shall bear all loss of conformlng material covered under this Contract until
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6.2

6.3

6.4

received by authorized personnel at the location designated in the purchase order or Contract. Mere
receipt does not constitute final acceptance. The risk of loss for nonconforming materials shall remain with
the Contractor regardless of receipt.

Indemnification

68.2.1 Ceontractor/Vendor Indemnification (Not Public Agency) The parties to this contract agree that the
State of Arizona, its departments, agencies, boards and commissions shall be indemnified and
held harmless by the contractor for the vicarious liability of the State as a result of entering into this
contract. However, the parties further agree that the State of Arizona, its departments, agencies,
boards and commissions shall be responsible for its own negligence. Each party to this contract is
responsible for its own negligence.

8.2.2 Public Agency Language Only Each party (as 'indemnitor) agrees to indemnify, defend, and hold
harmless the other party (as 'indemnitee’) from and against any and all claims, losses, liability,
costs, or expenses (including reasonable atiorney's fees) (hereinafter collectively referred to as
‘claims") arising out of bodily injury of any person (including death} or property damage but only to
the extent that such claims which result in vicarious/derivative liability to the indemnitee, are
caused by the act, omission, negligence, misconduct, or other fault of the indemnitor, its officers,
officials, agents, employees, or volunteers.”

Indemnification - Patent and Cepyright. The Contractor shall indemnify and hold harmless the State
against any liability, including costs and expenses, for infringement of any patent, trademark or copyright
arising out of Contract performance or use by the State of materials furnished or work performed under this
Contract. The State shall reasonably notify the Contractor of any claim for which it may be liable under this
paragraph. [f the contractor is insured pursuant to AR.S. § 41-621 and § 35-154, this section shall not

apply.

Force Majeure.

6.4.1 Except for payment of sums due, neither party shall be liable to the other nor deemed in default
under this Contract if and to the extent that such party’s performance of this Contract is prevented
by reason of force majeure. The term “force majeure” means an occurrence that is beyond the
control of the party affected and occurs without its fault or negligence. Without limiting the
foregoing, force majeure includes acts of God; acts of the public enemy; war; riots; strikes;
mobilization; labor disputes; civil disorders; fire; flood; lockouts; injunctions-intervention-acts; or
failures or refusals to act by government authority; and other similar occurrences heyond the
contrel of the party declaring force majeure which such party is unable to prevent by exercising
reasonable diligence.

6.4.2 Force Majeure shall not include the following occurrences:

6.4.2.1 Late delivery of equipment or materials caused by congestion at a ménufacturer's plant or
elsewhere, or an oversold.condition of the market:

6.4.2.2 Late performance by a subcontractor unless the delay arises out of a force majeure
occurrence in accordance with this force majeure term and condition; or

6.4.2.3 Inability of either the Contractor or any subcontractor to acquire or maintain any required
insurance, bonds, licenses or permits. ‘

£6.4.3 K either party is delayed at any time in the progress of the work by force majeure, the delayed
party shall notify the other party in writing of such delay, as soon as is practicable and no later than
the following working day, of the commencement thereof and shall specify the causes of such
delay in such notice. Such netice shall be delivered or mailed certified-return receipt and shall
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make a specific reference to this article, thereby invoking its provisions. The delayed party shall
cause such delay to cease as soon as practicable and shall notify the other party in writing when it
has done so. The time of completion shall be extended by Contract Amendment for a period of
time equal to the time that results or effects of such delay prevent the delayed party from
performing in accordance with this Contract. .

6.4.4 - Any delay or failure in performance by sither party hereto shall not constitute defauit hereunder or
give rise to any claim for damages or loss of anticipated profits if, and to the extent that such delay
or failure is caused by force majeure.

6.5 Third Party Antitrust Violations. The Contractor assigns to the State any claim for overcharges resulting
from antitrust violations to the extent that those violations concern materials or services supplied by third
parties to the Contractor, toward fulfilment of this Contract.

7. Warranties

7.1 Liens. The Contractor warrants that the materials supphed under this Contract are free of liens and shall
remain free of liens.

7.2 Ouality. Unless otherwise modified elsewhere in these terms and conditions, the Contractor warrants that,
for one year after acceptance by the State of the materials, they shall be;

7.2.1 Of.é quality to pass without objection in the trade under the Contract description;

7.2.2  Fitfor the intended purposes for which the materials are used;

7.2.3  Within the variations permitted by the Contract and are of even Kind, qua'ntity, and quality within
each unit and among all units;

7.24 Adequately contained, packaged and marked as the Contract may require; and

7.2.5 Conform to the written promises or affirmations of fact made by the Contractor.

7.3 Fitness. The Contractor warrants that any material supplied to the State shall fully conform to all
requirements of the Contract and all representatmns of the Contractor, and shall be fit for all purposes and
uses required by the Contract.

7.4 Inspection/Testing. The warranties set forth in subparagraphs 7.1 through 7.3 of this paragraph are not
affected by inspection or testing of or payment for the materials by the State. .

7.5 Compliance With Applicable Laws. The materials and services supplied under this Contract shall comply
with all applicable Federal, state and local laws, and the Contractor shall maintain all applicable license
and permit requirements.

7.6 Survival of Rights and Obligations after Contract Expiration or Termination.

7.6.1 Contractor's Representations and Warranties. All representations and warranties made by the
Contractor under this Contract shall survive the expiration or termination hereof. In addition, the
parties heréto acknowledge that pursuant to A.R.S. § 12-510; except as provided in A R.S. § 12-
529, the State is not subject to or barred by any limitations of actions prescribed in AR.S., Title 12,
Chapter 5.

7.6.2 Purchase Orders. The Confractor shall, in accordance with all terms and conditions of the
Contract, fully perform and shall be obligated to comply with all purchase orders received by the
Contractor prior to the expiration or termination hereof, unless otherwise directed in writing by the
Procurement Officer, mcludlng without limitation, all purchase orders received prior to but not fully
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performed and satisfied at the expiration or termination of this Contract.
8. State's Contractual Remedies

8.1

8.2

8.3

8.4

8.5

Right to Assurance. If the State in good faith has reason to believe that the Contracior does not intend to
or is unable to perform or continue performing under this Contract, the Procurement Officer may demand
in writing that the Contractor give a written assurance of intent to perform. Failure by the Contractor to
provide written assurance within the number of Days specified in the demand may, at the State's option,
be the basis for terminating the Contract under the Uniferm Terms and Condltlons or other rights and
remedies available by law or provided by the contract

Stop Work Order.

8.2.1 The State may, at any time, by written order to the Contractor, require the Contractor to stop all or’
any part, of the work called for by this Contract for period(s) of days indicated by the State after the
order is delivered to the Contractor. The order shall be specifically identified as a stop work order
issued under this clause. Upon receipt of the order, the Contractor shall immediately comply with
its terms and take all reasonable steps to minimize the incurrence of costs allocable to the work
covered by the order during the period of work stoppage.

8.2.2 If a stop work order issued under this clause is canceled or the period of the order or any
extension expires, the Contractor shall resume work. The Procurement Officer shall make an
equitable adjustment in the delivery schedule or Contract price, or both, and the Contract shall be
amended in writing accordingly.

Non-exclusive Remedies. The rights and the remedies of the State under this Contract are not exclusive.

Nonconferming Tender. Materiais or services supplied under this Contract shall fully comply with the
Contract. The delivery of materials or services or a portion of the materials or services that do not fully
comply constitutes a breach of contract. On delivery of nonconforming materials or services, the State
may terminate the Contract for defauit under applicable termination clauses in the Contract, exercise any
of its rights and remedies under the Uniform Commercial Code, or pursue any other right or remedy
available to it.

Right of Offset. The State shall be entitled to offset against any sums due the Contractor, any expenses or
costs incurred by the State, or damages assessed by the State concerning the Contractor's non-
conforming “performance or failure to perform the Contract, including expenses, costs and damages
described in the Uniform Terms and Conditions. -

Contract Termination

91

9.2

Cancellation for Conflict of Interest. Pursuant to A.R.S. § 38-511, the State may cancel this Contract within
three (3) years after Contract execution without penalty or further obligation if any person significantiy
involved in initiating, negotiating, securing, drafting or creating the Contract on behalf of the State is or
becomes at any time while the Contract or an extension of the Contract is in effect an employee of or 2
consultant to any other party to this Contract with respect to the subject matter of the Contract. The
cancellation shall be effective when the Contractor receives written notice of the cancellation unless the
notice specifies a later time. If the Contractor is a political subdivision of the State, it may also cancel this
Contract as provided in A.R.S. § 38-511.

Gratuities. The State may, by written notice, terminate this Contract, in whole or in part, if the State
determines that employment or a Gratuity was offered or made by the Contractor or a representative of the
Contractor to any officer or employee of the State for the purpose of influencing the outcome of the
procurement or securing the Contract, an amendment to the Contract, or favorable treatment concerning
the Contract, including the making of any determination or decision about contract performance. The
State, in addition to any other rights or remedies, shall be entitled to recover exemplary damages in the
amount of three times the value of the Gratuity offered by the Contractor.
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9.3
9.4
95
9.6
10.

11.

12,

Suspension or Debarment. The State may, by written notice to the Centractor, immediately terminate this
Contract if the State determines that the Contractor has been debarred, suspended or otherwise lawfully
prohibited from participating in any public procurement activity, including but not iimited to, being
disapproved as a subcontractor of any public procurement unit or other governmental body. Submittal of
an offer or execution of a contract shall attest that the contractor is not currently suspended or debarred. If
the contractor becomes suspended or debarred, the contractor shall immediately notify the State.

Termination for Convenience. The State reserves the right to terminate the Contract, in whole or in part at
any time when in the best interast of the State, without penalty or recourse. Upon recesipt of the written
notice, the Contractor shall stop all work, as directed in the notice, notify all subcontractors of the effective
date of the termination and minimize all further costs to the State. In the event of termination under this
paragraph, all documents, data and reports prepared by the Contractor under the Contract shall become
the property of and be delivered to the State upon demand. The Contractor shall be entitled to receive just
and equitable compensation for work in progress, work completed and materiais accepted before the
effective date of the termination. The cost principles and procedures provided in A.A.C. R2-7-701 shall

apply.

Termination for Default.

9.5.1 In addition to the rights reserved in the contract, the State may terminate the Contract in whole or
in part due to the failure of the Contractor to comply with any term or condition of the Contract, to
acquire and maintain all required insurance policies, bonds, licenses and permits, or to make
satisfactory progress in performing the Contract. The Procurement Officer shall provide written
notice of the termination and the reasons for it to the Contractor. - -

952 Upon termination under this paragraph, all goods, materials, documents, data and reports
prepared by the Contractor under the Contract shall become the property of and be delivered to
the State on demand.

953 The State may, upon termination of this Contract, procure, on terms and in the manner that it.
deems appropriate, materials or services to replace those under this Contract. The Contractor
shall be liable to the State for any excess costs incurred by the State in procuring materials or
services in substitution for those due from the Contractor.

Continuation of Performance Through Termination. The Contractor shall continue to perform, in
accordance with the requirements of the Contract, up to the date of termination, as directed in the
termination notice.

Contract Claims
All contract claims or controversies under this Contract shall be resolved according to AR.S. Title 41, Chapter 23,

Article 9, and rules adopted thereunder.

Arbitration

The parties to this Contract agree to resolve all dlsputes arising out of or relating to this contract through
arbitration, after exhausting applicable administrative review, to the extent required by AR.S. § 12-1518, except as
may be required by other applicable statutes (Title 41).

Comments Welcome

The State Procurement Office periodically raviews the Uniform . Terms and Conditions and welcomes any
comments you may have. Please submit your comments to: State Procurement Administrator, State Procurement
Office, 100 North 15" Avenue, Suite 201, Phoenix, Arizona, 85007.
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Exhibit B: Network Equipment and Services Pricing

Routing Devices

Discounts are listed as a % off
st price. cStor |CDW-Gov| Ctrace3 | insight ENS WWT | ALTURA
Adtran 20%
Aerohive Networks * 35.00%
Alien Vault
APC
Arista 30% . 35%
Aruba 40.0% 37% 30%
Avaya 43%
Bridgeworks 15%
oo
HW/SW
17.5%
Brocade SDN 50.0% 51.00% 51% 51%
Check Point 25.00%
Cisco 46% 41.1% 46%| 40.25%| 41.6%
Citrix 10%
Cloudistics 15%
CradlePoint 18%
HW/SW -
S-Series,
N Series, 7
Series, C
Dell Series = 14.00%
EtherWan 20%
Extreme Networks 43% 42.0%|
F5 Networks 30% 11.5%
HP Enterprise 44% 40.0% 44.00% 44% 44% 44%
Juniper Networks 50% ' 50.00% 50% 50%
Mellanox 20% T
Meraki
Moxa 15%
NetApp _ 1.00%
RiverBed 25%
RSA Security
Ruggedcom 10%
SmartNet '
Talari 30%
VMWare

17%
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Switching Devices

cStor Cg:," Ctrace3 | insight | ENS | WWT | ALTURA
Adtran ‘ 20%
Aerohive Networks * '35.00%
APCON 15% 15%
Arista 30% 35%
Aruba 40.0% 37.00%|30%
Avaya 43%
Bridgeworks 15%
. .
Brocade 1571:’;}];%% T—:W/SS\(\IIV 50.0% 51.00%|51%{ 51%
Check Point 25.00%
Ciena _ 44%
Cisco 46% 411%| 46% |40.25% 41.6%
Citrix 10%
Cloudistics 15%
CradlePoint 18%
HW/SW - S-Series,
N Series, Z Series, C
Series = 40%
Dell All other HW/SW | 43.0% 43.00%
cats 15% (other
than noted above
categories)
EtherWan 20% .
Extreme Networks 43% 42.0% ' 43%
F5 Networks 30% 11.5%
HP Enterprise 44% 40.0% 44.00% | 44%| 44% | 44%
Juniper Networks 50% 50.00% | 50% 50%
Moxa 15%
Al HW/SW CATS
{except C, D &K) =
41% off
NetApp HW/SW CATS C 1.00%
{3rd party) = 0%
HW/SW CATS D, K
_ =20%
RiverBed 25%
Ruggedcom 10%
Talari 30%
VMWare 17%
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Wireless Ethernet

CDW-
cStor Gov | Ctrace3 | insight | ENS wwt | ALTURA

Adtran ' 20%
Aerohive Networks * 35.00%
Aruba 40.0% 37.00%| 30% 25%
Avaya 43%
Brocade 51%
Cisco 46%| 41.1%| 46 40.25% 41.6%

HW/SW - 5-Series,

N Series, Z Series,

C Series = 40%

All other HW/SW

cats 15% (other

than noted above
Dell categories) 31.0% 31.00%
Extreme Networks 42.0% 43%
HP Enterprise 44% 40.0% 44.00%| 44% 44%| 44%
Juniper Networks 50.00%| 50% 50%
Moxa 15%
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CDW-

cStor| Gov | Ctrace3 | insight | ENS wwt ALTURA
ALD * [ [10%
Adtran 20%
Aerohive Networks * 35.00%
Alien Vault
APCON 15% 15%
Arista 35%
Aruba 40.0% 30% |UNDER HP
Avaya 43%
BeyondTrust 15%
Biue Cat 16%
Brocade 51.00%
CA ** 20.00%
Check Point 25.00%
Cisco. 46%| 41.1%| 46% | 40.25% 41.6%
Cltrix 10%| 25.0% 25%
Cloudcheckr 2%
Corvil 5%
Cylance 39%
DarkTrace 10%
Dell 23.0% 23.00%
EMC 38%
Exbeam 15%
£5 Networks 30%( 11.5% 23%
Fortinet 47%
Gemalto 10% 10%
HP Enterprise 40.0% 44.00%)| 44% 44%| 44%
Imperva 40%
IPVision 10%
Juniper Networks 50% 50.00% 50% 50%
KnowBd4 10%
Liquidware 15%
McAfee 20%
NetApp 15.00%
Netskope 15%
Nutanix
Palo Alto 35% 35%| 30.00%| 25% 35%
PhishMe 10%
Plixer 2%
ProofPoint 25%)| 25.0% 25%
Pulse Secure 45%
RiskSense 15% 15%
RiverBed
RSA Security 10%
SkyHigh 10%
Sophos 20%
Splunk 10% 10%
Symantec 20% 15%
Tanium 10% 10%
Thales 5%
Trusona 5%
vARMOR 10%
Varonis 15%
VMWare 10% 18%

Security Equipment & Solution
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CDwW-
cStor Gov | Ctrace3 | insight | ENS WWT ALTURA

ALQ 10%
Adtran 20%
Aerohlve Networks * 35.00%
Alien Vault 10%
APC :
APCON 15% 15%
Arists 35%
Aruka 40.0% 37.00%( 30%|UNCER HP
Avaya i 43%
Axis Communications 15%
BeycndTrust 15%
Blue Cat 16%
Brocade 51.00%|51%
CA ** 20.00%
Check Paint 25.00%
Ciena 35%
Cisco 46%| 41.1%| 46% [ 40.25% 41.6%
Citrix 10%)] 25.0% 25%
Commvault 20%
Corvil 5%

HW/SW - 5-Series, N Series, 2

Series, C Series = 40%

All ather HW/SW cats 15%

(ather than hoted above
Dell categories) 8% 8.00%
EMC 38%| 38%| 38%
ExaGrid 30%
ExtraHop 10%
Extreme Networks 42.0% 43%
F5 Networks 30%1 11.5%
Fartinet 47%|
Genetec 15%
Guidance Software 15%
HP EnterE_r_I}_l_a_ 44%| 40.0% 44.00% | 44% 44%| 44%
Indeni 10%
Infoblex 15%
Ipcelerate 6%
|1PVisicn 10%
Juniper Netwarks 50% 50.00% | 50% 50%
Mcifee 20%
Moxa 15%

All HW/SW CATS (except C, D

& K) = 41% off

HW/SW CATS C {3rd party} = v

0%
NetApp HW/SW CATS D, K = 20% 15.00%
NetBrain 10%
Netskope 15%
Nimbie 5%
Nutanix 10.00%
Palo Alto 35% 35%
Proofpoint 25%
Proofpoint 25.0%
Puppetlahs 10%
RADware 20%
Recordex 20%
RedSeal 35%
RiskSense 15%
RiverBed 35%
Sciencelegic 10%
Sequris 12.,00%
Solar Winds-Crian 10% 1C%
Sophes 20%
Splunk 10% 15% 1%
Symantec 20% 15%
Tanium 10%
Trend Micre 30%
Uila 10%
Varonis 15%
Veeam 20%
Viavi 10%
UMTurbe 20%
VMWare 1 18.0%] 10% 15% 18%
%-1C Technologies 15%
Zerto 10%

Monitoring & MGT
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Other Network centric

CDW-
cStor | Gov | Ctrace3 | insight |[ENS| WWT | ALTURA

Al10 10%
Adtran : : 20%
APC 38%
APCON 15% 1 15%
Aruba 40.0% 37.00% UNDER HP
Avaya 43%
AVl 10%
Axis Communications 15%
BlueCat 16%
Brocade 51.00%
Ciena 20%
Cisco ‘ 41.1%| 46% | 40.25% 41.6%
Citrix 10%/ 25.0% 25%
Cloudistics 15%
Datrium ' 7%
Dell ' | 8.0% 8.00%
EMC 38.0%
ExaGrid : 30%
F5 Networks 30%| 11.5%| 23% 23%
Genetec 15%
Guidance Software 15%
Hitachi Data Systems 15.0%
HP Enterprise 40.0% 44.00%| 44% 44%| 44%
Indeni 10%)|.
Infoblox 15% 15% 15%
Juniper Networks . 50.00% 50%
Liquidware : 15% '
Moxa ' ' 15%
NetApp ' 8% 8.00%
NetBrain ' 10%
Netskope | 15%
Nimble ‘ 35%
Nutanix -10.00%| 25%
Palo Alto 35%
Polycom 15.00%
RiverBed 25% 35%
Rubrik 4%
Sciencelogic 10%
Vbrick 10%
Veeam ‘ 10%
Viavi 10%
VMware 15%
X-10 Technologies 15%
Zerto 10% '
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CDW-

cStor | Gov | Ctrace3 | insight |[ENS| WWT |ALTURA
Adtran 20%]|
Aruba UNDER HP
Avaya 43%
AVST 35%
Calabrio 30%] 23%
Cisco 46%| 41.1%| 46% | 40.25% 41.6%
Dell 3.0% 3.00%
HP Enterprise 44 .00% 44%
IS| ' ' 20%
Polycom 15.00% 29%
School Messenger 13%
Shoretel 35.0% 35%
Spectralink 25%
SPOK ' 15%
Syn-Apps 5%

Telephony
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Multi-Function Solutions

(o]
o
z

ALTURA

cStor oy | Clraced | insight |ENS| WWT
Alien Vault 10%
APC
Aruba 35.0% 37.00% UNDER HP :
Avaya 43%
Brocade 51.00% 51%
Check Point 25.00%
Cisco 57% UCS SKUS Only 41.1%| 46% [40.25% 41.6%
Cloudistics 15% :
Commvault 20% 12%
Data Direct Networks 50%
Datrium 7%

HW/SW - S-Series, N Series, Z
Series, C Series = 40% _
Dell All other HW/SW cats 15% 8% 3.00%
(other than noted above
categories).
EMC 38% [ 38% 38%
Extreme Networks 43%
F5 Networks 23%
HP Enterprise 44% 40.0% 44.00% 44% 44%
Juniper Networks A 50.00% 50%
Liguidware 15%
All HW/SW CATS (except C, D &
K) = 41% off
NetApp HW/SW CATS C (3rd party) = 0% 8% | 42% | 8.00% 1%
HW/SW CATSD. K=20%

Nimble 25% 5%
Nutanix 30% 30.0%| 30% |10.00% 30%
Palo Alto 35%
Pivot3 30%
Pure 30% 37%
Rubrik 2%
Sequris 12.00%
Simplivity 44%
VCE 30%
VMWare 10% 15% 18%
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Exhibit C: Pricing WWT

Discounts are listed as a %
off list price.

APC

Aruba

under HP

BlueCat

Brocade

51%

51%

51%

Calabrio

30%

Ciena

44%

35%

20%

Cisco

41.6%

41.6%

41.6%

41.6% 41.6%

41.6%

41.6%

41.6%

EMC

38%

F5 Networks

23%

23%

HP Enterprise

44%

44%

44%

44% 44%

44%

44%

44%

Imperva

40%

Infoblox

15%

IPVision

10% 10%

ISl

20%

McAfee

20% 20%

Meraki

under Cisco

NetApp

41%

Nimble

5%

Nutanix

30%

OpenGear

10%

Palo Alto

35%

35%

Pure

37%

Qualys

10%

10%

RSA Security

under EMC
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School Messenger | 13%
SmartNet under Cisco
Solar Winds-Orion 10%
Splunk 10% 10%
Symantec 15% 15%
Syn-Apps 5%
Tanium 10%
Thales 5%
Vbrick 10%
VCE 30%
Veeam 10%
Verkada 10%
VMWare 18% 18% 18%
Hourly Rate
Engineer 1 - Basic rack and stack experience with limited field experience 38.00
Engineer 2 - Working Engineer with field experience but limited unsupervised. 70.00
Enginggr 3 - Working Engineer with good field experience. Can do most tasks without 95.00
supervision.
*These services are not restricted to maintenance.
Maintenance Pricing Yearly Cost

Maintenance and Support -

Yearl

Please see discount

Maintenance and Support -

Year 2

Please see discount

Maintenance and Support -

Year 3

Please see discount

Maintenance and Support -

Year 4

Please see discount

Maintenance and Support -

Year s

Please see discount
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Below WWT has provided our proposed annual maintenance discount for each OEM offered.

Cisco

Non-educational agencies

1st year = 20% off retail price
2nd year = 20% off retail price
3rd year = 25% off retail price
4th year = 26% off retail price
5th year = 27% off retail price

HP

Per Year - 20% off retail price
Brocade

Per Year - 15% off retail price
Palo Alto

Per Year - 27% off retail price
Imperva

Per Year - 20% off retail price

Symantec Appliances
Per Year - 10% off retail price
McAfee Appliances
Per Year - 5% off retail price

VMware/NSX Switches
Per Year - 5% off retail price
IPVision
Per Year - 20% off retail price
F5
Per Year - 10% off retail price
Infloblox

Per Year - 3% off retail price
School Messenger
Per Year - 13% off retail price

Educational agencies

1st year = 30% off retail price

2nd year = 33% off retail price
3rd year = 35% off retail price
4th year = 36% off retail price
5th year = 38% off retail price
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EMC
vare/Software Maintenance Per Year - 10%
RSA Maintenance Per Year - 0%
NetApp
Per Year - 18% off retail price

Nutanix

Per Year - 10% off retail price
Nimble

Per Year - 5% off retail price

Pure Storage
Per Year - 10% off retail price
APC
Per Year - 5% off retail price
ISI
Per Year - 10% off retail price
SolarWinds
Per Year -
Ciena
15% off retail price
OpenGear

Per Year - 5% off retail price
Qualys

Per Year - 5% off retail price
Verkada

Per Year - 5% off retail price

Training (Hourly Rates)

1 - 10 Participants

11- 50 Participants

Initial Training on specific equipment that has been purchased.

Value Add - No Cost

Value Add - No Cost

"As needed" Training on specific equipment that has been
purchased (e.g. New Hires, etc.)

Please see discount list below

Please see discount list below

Annual Training for up to fifty (50) participants

Please see discount list below

Please see discount list below
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Below WWT has provided our proposed discount off of the OEM retail baseline training pricing (with the exception of Cisco, as our
proposed discount is off the classroom training list previously provided to the State during the negotiations phase).

These discounts apply to the "as needed" and "annual" types of training requested by the State of Arizona above,

and is the same discount regardless of class size.

Cisco
(Note: the discount below is applied to the list of training classes previously submitted to the State during the negotiations phase)

Discount: 10%

HP
Discount: 10%
Brocade
Discount: 15%
Palo Alto
Discount: 10%
Imperva
Discount: 5%
Symantec Appliances
Discount: 10%
McAfee Appliances
Discount: 5%
VMware/NSX Switches
Discount: 5%
IPVision
Discount: 20%
F5
Discount: 5%
Infloblox
Discount: 3%
School Messenger
Discount: 13%
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EMC

EMC Training Discount: 10%
RSA Training Discount: 0%

NetApp
Discount: 18%
Nutanix
Discount: 5%
Nimble
Discount: 5%
Pure Storage
Discount: 10%
APC
Discount: 10%
ISl
Discount: 10%
Ciena
Discount: 15%
OpenGear
Discount: 5%
Qualys
Discount: 5%
Verkada
Discount: 5%
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